Mpukas ®CBE PD ot 27 pnekabpa 2011 r. N 796 "O6 yTBep>xaeHun TpeboBaHUM K cpeacteam
9NEKTPOHHOW noanucu n TpeboBaHUM K cpeacTBamM yaocToBepAtoLwero ueHTpa” (¢
N3MEHEHNAMWN 1N A0MNOSIHEHNAMN)

MHdopmauna 06 n3mMeHeHnax:

lMpnka3 nameHeH ¢ 1 ceHTAbpa 2021 r. - [Npukasz ®CB Poccum ot 13 anpensa 2021r. N 142
Cm. 6yayLyto pegakumro
Mpukas PCH PD ot 27 pekabpa 2011 r. N 796

"O6 yTBepaeHun Tpe6oBaHUN K cpeacTBaM 3JIEKTPOHHOM noanucu n Tpe6oBaHUM K
cpeacTBam yaocToBepAlowWwero LeHTpa"

C U3aMeHeHUAMU U AONOJSIHEHUAMMU OT:

4 pekabpa 2020 r.

B cooTBeTCcTBUM C YacTblo 5 cTaTen 8 DenepanbHoro 3akoHa ot 6 anpena 2011 r. N 63-
®3 "O6 aneKTpoHHOW noanncn'"* NpuKasbiBato:

YTBEpanTb:

TpeboBaHuA K cpeacTBam ANEKTPOHHOW nognuck (npunoxexme N 1);

TpeboBaHMA K cpeacTBam yaoctoseparowero ueHTpa (npunoxxexve N 2).

OuvpekTop A. BopTHMKOB

* CobpaHne 3akoHopaTtenoctBa Poccurickon ®epepaunmn, 2011, N 15, c1. 2036; N 27,
cT. 3880.

3apeructpupoBaHo B Muntocte PO 9 depana 2012 .
PeructpaunoHHbin N 23191

MpunoxeHue N 1
K npukasy ®Cb P®
ot 27 peka6pa 2011 r. N 796

Tpe6oBaHMA K cpeacTBam 3JIEKTPOHHOM NoanNucu

C U3aMeHeHUAMU U AONOJIHEHUAMMU OT:

4 nekabpsa 2020 .
. O6wme nono)xeHunA

1. HacTtoAwme TpeboBaHuA pa3paboTaHbl B COOTBETCTBUN ¢ DefeparibHbIM 3aKOHOM OT
6 anpena 2011 r. N 63-®3 "O6 anekTpoHHOM nognucn" (panee - eaepanbHbIi 3aKOH).

2. B HacToAwmx TpeboBaHMAX WCMONL3IYIOTCA Creaylowmne OCHOBHbIE MOHATUA,
onpepneneHHble B ctathe 2 MegepanbHOro 3akoHa:

1) anekTpoHHaA nognuck (panee - Al) - HpopmaunAa B INEKTPOHHON hopMe, KoTopaA
npucoeanHeHa K Apyron nHpopmaumm B aNeKTPOHHON dhopMe (NoanmcbiBaeMon MHopmaumm)
unn wuHbiM 06pa3oM cBA3aHa C TakoM WHGOpMaunen m KoTopaA Wcnonb3yeTcA pnnA
onpepeneHva nuua, NoanucbiBaroLWwero MHpopMmaumio;

MHbopmauma 06 namMeHeHunAX:
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lMoanyHKT 2 nameHeH ¢ 11 aHBapa 2021 r. - lNpuka3z ®CHb Poccumn ot 4 gekabpsa 2020r. N
555

Cm. npeabiayLyyro peaakuymo

2) yaoCcTOBepALWMA LeHTp (oanee - YL) - opuanyeckoe nvuo, VHAMBMAOYaNbHbIN
npegnpuHMmatens nnbo rocynapcTBEHHbIA OpraH WNu opraH MeCTHOro camoynpasfieHuA,
ocylwlecTBnAlOWMe (PYHKUUM NO CO3OaHNI0 U Bblaave cepTudukaTos knoyen nposepkn 3l a
TakXXe UHble pyHKUUKU, NpeaycMoTpeHHble PeaepanbHbIM 3aKOHOM;

3) knoy Al - yHMKanbHaA nocneaoBaTeNlbHOCTb CUMMBOJIOB, MpefHasHayvyeHHaA anA
co3paHnua O,

4) knto4 nposBepku 33l - yHMKanbHaA nocnenoBaTesibHOCTb CUMBOJSIOB, OOHO3HA4YHO
cBA3aHHaA ¢ kmw4dom Il 1M nNpegHasHayeHHaAa nnAa NpoBepku nognanHHoctn Al (panee -
nposepka 3r1);

5) cpeactea Al - wudpoBanbHble (KpynTorpaduyeckmne) cpeacTtsa, UCMOoNb3yemble
AnA peanusaumm xotA Obl OOHOM M3 cnepyowmx yHkuni: co3gadme 3, nposepka 3ll,
cospaHue kntoda 3l n knoya nposepku 3l;

6) ceptucpukart knova nposepku 3l - 3NEKTPOHHbIA OOKYMEHT WAN OOKYMEHT Ha
6ymaxkHom HocuTtesne, BblaaHHble YL nnb6o poBepeHHbIM nuuom YL, n noaTtsepykparowime
NPUHAANEXHOCTb KNtoya nposepkn Il Bnagenbuy ceptudukara knoda nposepku 3.

3. HactoAawue TpeboBaHuA ycTaHaBnmMBaloT CTPYKTYPY U copepxaHue TpeboBaHU K
cpencteam 3l1.

4. Hactoawue TpeboBaHnA npegHasHayeHbl 019 3aKa3yMKOB U paspaboTymMkKoB
paspabaTbiBaembIxX (MOOepHU3MpyeMbIX) cpeacTts Al npy nx B3aMmMogencTsum Mexay cobon,
C opraHm3aumAMn, NPOBOAALMMU KpunTorpaduyeckue, MHXeHepHo-KpunTorpaguieckmne u
crneumansHble uccneposaHua cpeacts A, ®CHB Poccum, ocywecTBnaowen nogreep>xgeHve
cooTBeTCcTBUA cpeacTs Al HacToAWMM TpeboBaHNAM.

5. Hactoawme TpeboBaHunA pacnpocTpaHAlTcA Ha cpeactBa 31, npeaHasHayeHHble
ANA 1Ccnonb3oBaHuA Ha Tepputopun Poccuiickon ®epepauunun, B ydpexxaeHnax Poccuiickon
®epepaunn 3a pybexom M B HaxogAwmMxcA 3a pybe>kom 060CO6NeHHbIX noapasfaeneHuax
topugnyeckux nuvud, obpas3oBaHHbIX B COOTBETCTBUM C 3aKOHOAATENbLCTBOM Poccunckon
depepaunn.

6. K cpeactBam 3I1 B 4actm wmux paspaboTku, NpoOM3BOACTBa, peanu3aumn wu
aKcnayatauum npeabAsnAlTCcA TpeboBaHWA, 3akpenneHHble [lonoXeHnem o paspaboTtke,
NPON3BOACTBE, peanusaumn 1 aKcnayaTaumm WwmpoBasnbHbIX (KpuUntTorpagpuyiecknx) cpeacTs
3awunTbl nHpopmaumn (Monoxerne MNMK3-2005), yTeep>XaeHHbIM npukasom AOCB Poccuun ot 9

heBpanA 2005 r. N 66 ! (c naveHenunAmMn, BHeceHHbIMU ripukasom ®CB Poccum oT 12 anpena

2010r. N 173 2, OnAa wndpoBasnbHbIX (KpunTorpapuyeckmnx) cpeacTs 3awmnTbl MHopMaunmy ¢
OFPaHMYeHHbIM OOCTYNOM, He coaepykawen CBedeHWUN, COCTaBMAKWMX roCy0apCTBEHHYIO
TanHy.

L 3apeructpuposaH MuHtoctom Poccum 3 mapTta 2005 r., peructpaumoHHbii N 6382.
2 3aperunctpuposaH MuHioctom Poccunm 25 maa 2010 r., permctpaumnoHHbin N 17350.

7. TpeboBaHMA K TEXHONOrMAM co3aaHma (oopmmpoBaHna) n nposepkn Al ¢ NOMOLLbIO
cpenctea Al ykasbiBatOTCA B TAKTUKO-TEXHUYECKOM 3a[aHUM UM TEXHUYECKOM 3afaHum Ha
npoBefeHne OMbITHO-KOHCTPYKTOPCKOW paboTbl MAM COCTABHOWM YacTWM OMbITHO-
KOHCTPYKTOPCKOMN paboTbl Mo paspaboTke (MoaepHusaumn) cpeactea Al (panee - T3 Ha
paspaboTky (MogepHu3auuio) cpeactaea Jl).
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Il. Tpe6oBaHuA kK cpeacTeam Il

8. MNpwu cospanum 31 cpeactaa Al [OMKHbI:

- nokasblBaTb MUy, NOANUCbIBAKOWEMY 3/IEKTPOHHbIN OOKYMEHT, coAepXXaHue

NMHpopMaLMm, KOTOPYHO OH NoanucbiIBaeT 1;
- co3gasaTtb Il TONbKO Nocne NoATBEPXXAEHUA NTINLOM, NOAMUCHLIBAIOWMM 3/TIEKTPOHHbIN

AOKYMEHT, onepauun no cosganunio Orl 1;

- OQHO3HAYHO nokasbiBaTb, 4To Al co3naHa 1.

1 PeanuayeTca B TOM 4ucne C UCMOMb30BaHMEM annapaTHbIX WU MPOrpaMMHbIX CPeACTB, COBMECTHO C
KOTOPbIMX WITATHO (YHKUMOHUPYIOT cpeactBa Ol M koTopble cnOCOBHbI MOBAMATH HA BbIMNOSIHEHME
npeabABNAEMbIX K cpeanctesam 3l TpeboBaHMiA, B COBOKYMHOCTWU MPeAcTaBnalwWwmx cpeay OyHKUMOHUPOBAHNA
cpencts 3l (nanee - CD).

9. MNpwn npoepke Al cpeactea 3l QOMKHbI:

- NoKasblBaTb CoAepyKaHne 31eKTPOHHOro AOKYMeHTa, nognucaHHoro 3l 1;
- NokasbiBaTb UHOPMALIMIO O BHECEHUM U3MEHEHWNI B NOANUCaHHbI 3l 3N1eKTPOHHbIN

[OKYMEHT 1 :

- yKa3blBaTb Ha JinMuo, C wuUCnoJibsoOBaHMeM KJio4a ol KOTOpOro noanmcaHbl

ONIEKTPOHHbIE OOKYMEHTbI 1 .

1 PeanusyeTtcA B TOM 4ncne C UCMOMb30OBaHMEM anmnapaTtHbiX WU MPOrpamMMHbIX CPEeACTB, COBMECTHO C
KOTOPbIMX WTATHO (YHKUNOHUPYIOT cpeactea Ol M KOTOpble CMOCOGHbI MOBAWMATH Ha BbINOMHEHUE
npenbABnaeMbix K cpeactsam 3l TpeboBaHWiA, B COBOKYNHOCTU MPEACTaBMAOWMX cpeny (hyHKUMOHMPOBaHUA
cpencts Al (panee - CO).

10. TpeboBaHuA NyHKTOB 8 U 9 HacToAWMX TpeboBaHUN He NPUMEHAITCA K cpeacTeam
3Ol1, ncnonb3yembiM ANA aBTOMATUYECKOro co3gaHnAa v (Unv) aBToMaTndeckon nposepkn 3l B
MHGOPMAUVOHHON CUCTEME.

11. CpepctBa 3l po/mkKHbI NPOTMBOCTOATbL Yrpo3am, MpeacTaBnAlwmMM cobon
ueneHanpaefieHHble OeUCTBUA C UCMOb30BaHMEM annapaTHbIX U (W) NporpaMMHbIX CPeacTB
C Uenblo HapyweHua 6e3onacHoCTK 3awumwaemon cpeactsoM 3l vHGopMaumMm unm ¢ uenbio
cO30aHu1A YCNoBUIA ONA 3TOro (ganee - ataka).

12. B 3aBMcuMMOCTM OT CNOCOOHOCTEN NPOTUBOCTOATb aTakam cpepnctesa Ol

nogpas3nenAtTcA Ha Kaccehbl 1.

Heobxogumbin knacc paspabaTbiBaeMoro (mopepHusmpyemoro) cpegctsa Oll onpepenaeTcA
3aKka3uukoM (paspaboTumkom) cpenctBa Al nyTem onpeneneHnsa BO3MOXHOCTEN OCYLIEeCTBNATb CO34aHue
crnocoboB arak, MOAroTOBKY M MpoBedeHWe aTak Ha ocHoBe rnyHkToB 13-18 HacTtoAwmx TpeboBaHun wn
yKasblBaeTcA B T3 Ha pa3paboTky (MoaoepHusauuo) cpeactsa 3.

13. CpenctBa 3l1 knacca KC1 nNpoTMBOCTOAT aTakam, npu co3gaHum cnocobos,
noaroToBKe M NPOBEAEHNN KOTOPbIX MCMOMb3YHTCA Cnenylowme BO3MOXKHOCTH:

13.1. CamoCTOoATENbHOE OCYLEeCTBNEHNE cO3aaHmA crnocoboB aTak, MOArOTOBKU W
npoBeneHnA aTak.

13.2. [lencTBMA Ha pas3nnyHbIX 3Tanax XXM3HeHHOro umkna cpencraea Al 2.
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2 K atanam >wusHeHHOro umkna cpepctea Ol OTHocATCA pa3paboTka (MoOOepHU3auma) yKasaHHbIX
cpencTs, UX MPOM3BOACTBO, XpaHEHWe, TPaHCMOPTUPOBKa, BBOL, B 3KCMlyaTaumio (MyckoHanaaoyHble paboTbl),
aKcnyaTaums.

13.3. lNpoBeneHne aTtakm TONbKO W3BHE MPOCTPaAHCTBA, B Mpepenax KoTOporo
OCYLLEeCTBNAETCA KOHTPONb 3a npebbiBaHMEM W OeUCTBUAMU NnL, U (MNK) TPaHCNOPTHbIX

CpencTB (Oanee - KOHTPOMpyemas 30Ha 3

3 lpaHuLen KOHTPOAMPYEMOW 30Hbl MOryT ObiTb: MEPUMETP OXPaAHAEMON TeppuTopuW MpeanpuATUA
(yypexxpeHus), orpakgatolme KOHCTPYKLMM OXPaHAEMOro 34aHuA, OXpaHAEMOW YacTu 34aHusA, BblAeSIEHHOro
MoMeLLEeHMA.

13.4. lNpoBeneHne Ha aTanax pa3paboTku, NPONU3BOACTBA, XPaHEHUA, TPAHCNOPTUPOBKU
cpeacts 3l u atane BBoga B aKcnnyataumto cpeactB 3l (MyckoHanagoyHble paboThbl)
crneaylolmx aTtak:

- BHECEHNE HECaHKUVOHMPOBAHHbIX U3MEHeHUN B cpeactBo Al n (Mnn) B KOMAOHEHTLI
Cd, B TOM Yncne ¢ NCnonb30BaHMEM BPEAOHOCHbIX NPOrpamm;

- BHECEHVME HECAHKLMOHVUPOBAHHbIX M3MEHEHUI B AOKYMEHTauuo Ha cpeacteo Al v Ha
KOMMOHEHTbI CO.

13.5. lNpoBeneHne aTak Ha cnegyowme O6beKTbI:

- DOKyMeHTauuio Ha cpeactBo 3l 1 Ha KOMNOHEHTbI CD;

- 3aWmLLaeMble ANEKTPOHHbIE OOKYMEHTbI;

- K/IOYEBYIO, ayTEHTUMLMPYIOLLYIO 1 NAapOofibHY0 MHdopmauuto cpenctea Ill;

- cpeacTso Al 1 ero NnporpamMmmHble 1 annapaTHble KOMMOHEHTbI;

- annapaTtHble cpeacTBa, BxogAwme B CO, BkAYaA MUKPOCXEMbl C 3anuCaHHbIM
MukpokonoM BIOS, ocyuwecTBnaiowen nHMumManmsaumio 3Tux CpeacTs (ganee - annapartHble
KOMMNOHEHTbI CD);

- NporpamMmmHble KOMMOHeHTbl CD;

- DaHHble, NepegaBaemMble Mo KaHanam CBA3W;

- MNOMELLEHNA, B KOTOPbIX HAXOAUTCA COBOKYMHOCTb MPOrpaMMHbIX N TEXHUYECKUX
3N1EMEHTOB cUCTEM 06pabOoTKN AaHHbIX, CMNOCOOHbLIX (PYHKLMOHNPOBATL CAMOCTOATENLHO UK B
cocTaBe Aopyrux cuctem (ganee - CBT), Ha KoTopbIx peanusoBaHbl cpegctea Il u CO;

- UHble 06BbEKTLI aTak, KOTOpble NPU HEOOXOANMMOCTW yKasbiBaloTCA B T3 Ha pa3paboTky
(mogepHusaumo) cpeactea A1 € y4eTOM WUCMOMAb3YEMbIX B MHGOPMALMOHHOM CUCTEME
WHPOPMALIMOHHBIX TEXHONOrMn, annapaTtHbix cpeactB (panee - AC) m nporpamMMHOro
obecneyenunn (ganee - MO).

13.6. [NonyyeHuve cnenyowen nHpopmaunn:

- o6wmx ceegeHnin 06 MHGPOPMAaLIMOHHON CUCTEME, B KOTOPOM UCNOMb3yeTCA CPeacTBO
Ol (HasHayeHme, cocTaB, onepaTop, O0ObLEKTbl, B KOTOPbIX pa3MeleHbl pecypchbl
MHGOPMALUOHHON CUCTEMDI);

- cBefeHnn 06 MHPOPMaLIMOHHBIX TEXHOMOrnAX, 6asax gaHHbIx, AC, MO, ncnonb3yembix
B MHGOPMALMOHHOW CUCTEME COBMECTHO CO cpeacTeom Ol

- CBeAeHU 0 (hM3NYECKUX Mepax 3awmnTbl 0OBEKTOB, B KOTOPbLIX pa3MeLleHbl cpeacTsa
alT;

- cBeJeHMnm o mMmepax No obecnevyeHUD KOHTPONUPYEMOW 30HbI OOBHLEKTOB
MHPOPMaLMOHHOW CUCTEMBI, B KOTOPOM MCNonb3yeTcA cpeacTtso Oll;

- CBeOeHun 0 Mepax no pasrpaHnYeHnto AOCTyna B NOMELLEHMA, B KOTOPbIX HAaX0AATCA
CBT, Ha koTopbix peannsoBaHbl cpeactea Il n CO;

- cogepykaHuA HaxogAwenca B cBOOOOHOM AOCTyne AOKYMEHTauuMm Ha annapatHbie n
nporpamMmmMHble KOMMOHeHTbI cpencTea Il u CO;
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- obwmx cBegeHUM O 3awuwaemMon UHgopmaumu, UCNoAb3yeMon B npouecce
akcnnyartauum cpenctea 3M;

- BCEX BO3MOXHbIX OaHHbIX, MepefaBaemMblX B OTKPbITOM BUAE MO KaHanam CBA3U, He
3allNLLEeHHbIM OT HeCaHKUWOHupoBaHHOro poctyna (manee - HC[L) Kk wHpopmauunm
OpraHM3aunoHHO-TEXHUYECKMMN Mepamu;

- CBEOEHNN O NIMHUAX CBA3W, NO KOTOPbIM nepepaeTcA 3awmwaeman cpenctsom Ol
MHpopmauus;

- cBefeHun 060 Bcex MPOoABMAKOWMXCA B KaHanax CBA3W, He 3awmuweHHbix ot HC K
MHOopMaLUM OpraHN3auMOHHO-TEXHUYECKUMU MepaMu, HapyLeHWAX npaswusi 3KcnayaTaumm
cpenctea Al un CO;

- cBegeHun 060 BCcex MPOABMAKOWMUXCA B KaHanax CBA3W, He 3awmueHHblx oT HCO K
MHOopMaLUM OPraHU3aUMOHHO-TEXHUYECKUMN MEpPaMU, HEUCMPABHOCTAX M cO0AX annapaTHbIX
KomnoHeHToB cpeacTea Ol n CO;

- CBeOeHWn, nosydaemblX B pedyfbTaTte aHanusa NobbiX CUrHanoB OT annapaTHbIX
KoMmnoHeHToB cpeacTea Ol n CO, KOTopble MOXET NepexBaTUTb HapyLINTESb.

13.7. cnonb3oBaHue:

- HaxopgAwmxcA B cBO6OOHOM [OCTYNne WM UCNONb3yeMblX 3a npepenamm
KOHTponupyemon 30Hbl AC u O, Bknw4aAa annapaTHble W MNpOorpamMHble KOMMOHEHTHI
cpenctea Al un CO;

- cneunanbHo paspaboTaHHbix AC un IMO.

13.8. Vicnonb3oBaHne B Ka4yecTBe cpeabl nepeHoca oT cybbekTa K 06bekTy (0T o6bekTa
K CyOBbEKTY) aTaku OeNCTBUIA, OCYLIECTBAAEMbIX NPU NOAroToBKE U (MNK) NPOBEAEHUMN aTaku
(oanee - kaHan aTaku):

- He 3awmueHHblx oT HCO K uHdopmaumMm opraHn3auMOHHO-TEXHUYECKUMU MepamMu
KaHanoB CBA3M (KakK BHE KOHTPO/MPYEMOW 30Hbl, TaK W B ee npegenax), no KOTOPbIM
nepepaetca sawmwaeman cpeactsom Il nHgopmaumsa;

- KaHanoB pacnpoCTpaHeHWA CUrHanoB, COMNPOBOXAAKWUX (PYHKLMOHMPOBaAHNE
cpenctea AN u CO.

13.9. lNMpoBeneHne aTtakn U3 UHPOPMALNOHHO-TENEKOMMYHUKALMOHHBIX CETEN, A0CTYnN
K KOTOPbIM HE OrpaHnyeH onpeaeneHHbIM Kpyrom Jn,.

13.10. Ucnonb3oBanme AC u O un3 coctaBa cpeacTB MH(POPMALNOHHON CUCTEMBI,
NCnonb3yemMmbliXx Ha MecTax akcnnyaTtaumm cpeactsa Ol (manee - wTaTHble CpeacTsa) U
Haxo4AWMXCA 3a npeaenaMmm KOHTPONUPYEMON 30HbI.

14. CpepgctBa O3l1 knacca KC2 npoTMBOCTOAT aTakam, npu co3gaHum cnocobos,
noaroToBKe W MNPOBEAEHUN KOTOPbIX WCMOMAb3YITCA BO3MOXHOCTW, MNEPEYUCTIEHHbIE B
nognyHktax 13.1 - 13.10 HacToAwwmx TpeboBaHun, 1 cregyrowme [OMONHUTENbHbIE
BO3MOXXHOCTMU:

14.1. lpoBeneHne aTtakm NpU HaxoXAEHUN KakK BHE NpenenoB, Tak U B npenenax
KOHTPONVPYEMOW 30HBbI.

14.2. Vicnonb3oBaHne WTaTHbIX CPEeacTB, OrPaHNYEHHOE Mepamu, peannu3oBaHHbLIMU B
WHOPMAaLVOHHOW cuUCTeMe, B KOTOPOM mucnonbdyetcA cpenctso Ol1, n HanpaBfeHHbIMU Ha
npenoTBpaLleHne N npeceyeHne HeCaHKUMOHMPOBAHHbIX AENCTBUNA.

15. CpegctBa 3Jl1 knacca KC3 npoTUBOCTOAT artakam, npu C€o3gaHum Ccnocobos,
noaroToBKe W MNPOBEAEHUN KOTOPbIX WCMOMb3YITCA BO3MOXHOCTW, MNEPEYUCTIEHHbIE B
nognyHkTax 13.1 - 13.10, 14.1, 14.2 HacToAwmMX TpeboBaHui, U cnegyowme ONONHUTENbHbIE
BO3MOXXHOCTMU:

15.1. JocTtyn K CBT, Ha KOTOpbIX peanu3oBaHbl cpeactso Al n CO.

15.2. BO3MOXXHOCTb pacnonaraTb annapaTHbIMX KOMNoHeHTamu cpenctea Al n CO B
obbeme, 3aBucAWEM OT Mep, HanpaBfieHHbIX Ha npefoTBpalleHne n npecedeHue
HEeCaHKUVOHMPOBAaHHbIX OENCTBUN, peann3oBaHHbIX B MHOPMaUMOHHON CUCTEME, B KOTOPOW
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ncnonb3yeTtca cpeactso All.

16. CpepnctBa 3l knacca KB1 npoTuMBOCTOAT aTakam, Npu co3gaHum Ccnocobos,
NOArOTOBKE U NPOBEAEHUUN KOTOPbIX WCMOMAb3YOTCA BO3MOXHOCTWU, MEPEYUCSIEHHbIE B
nognyHktax 13.1 - 13.10, 14.1, 14.2, 15.1, 15.2 HacToAwmMx TpeboBaHwun, U cnepyrowme
OOMNONHUTENbHbIE BO3MOXHOCTW:

16.1. CospgaHue cnocoboB aTak, NMOAroTOBKa W MpoBedeHWEe aTak C MNpUBEYEHUNEM
cneumanncToB, MMEIOLWMX ONbIT pa3paboTkn n aHanuaa cpeacts Ol1, BKNKOYaA cneumannctoB
B 0611acTu aHanM3a cUrHanos, cConpoBoXKaarowmx yHKLumMoHnposaHme cpenctea Al n CO.

16.2. NpoBeneHne nabopaTopHbIX MccnepgosaHun cpeactea Oll, MCNONb3YeMOro BHe
KOHTPONUPYEMOW 30HbI, B 06beMe, 3aBUCALLEM OT Mep, HanpaBfieHHbIX Ha NpeaoTBpaLLleHme u
npeceyeHne HeCaHKUMOHMPOBAHHbIX AENCTBUIA, peanin30BaHHbIX B MIHOPMaLUMOHHON cUCTEME,
B KOTOPOW ncnonb3yeTca cpencteo All.

17. CpeactBa Ol1 knacca KB2 npoTuBOCTOAT arakam, npyv co3gaHum crnocobos,
NOAroTOBKE U MNPOBEAEHUUN KOTOPbIX WCMOMAb3YIOTCA BO3MOXHOCTWU, MEPEYUCSIEHHbIE B
nognyHktax 13.1 - 13.10, 14.1, 14.2, 15.1, 15.2, 16.1, 16.2 HacToAwmMX TpeboBaHMA, U
cnepyowme AonoNHNUTENbHbIE BO3MOXHOCTN:

17.1. Co3paHune cnocoboB aTak, NogrotoBka W NPOBEAEHME aTaK C MpuBEYEHUEM
crneumannucToB, MMeIoLWMX onbIT pa3paboTkn n aHanusa cpeacts Al1, BKNOYaA cneuvanncTos
B 06nacTM MCNonb30BaHMA 0714 peanns3aumm aTtak BO3MOXHOCTeW npuknagHoro 1O, He
ONUCaHHbIX B AOKYMeHTaumn Ha npuknagHoe MO.

17.2. TocTtaHoBka paboT NO co3gaHulo CnocoboB M CPeacTB artak B Hay4yHo-
nccnepoBaTenbCKUX LEeHTpax, cneunanusupyrlowmxca B obnactm pas3paboTkm M aHanmsa
cpencts AN u CO.

17.3. BO3MOXXHOCTb pacnonaratb MCXOOHbIMU TeKcTamu BxogAwero B CO npuknagHoro
Mo.

18. CpeactBa Ol1 knacca KA1 npoTUBOCTOAT arakam, npuv co3gaHum cnocobos,
NOAroTOBKE U MNPOBEAEHUUN KOTOPbIX WCMOMAb3YIOTCA BO3MOXHOCTWU, MEpevYnC/ieHHble B
nognyHktax 13.1 - 13.10, 14.1, 14.2, 151, 152, 16.1, 16.2, 17.1 - 17.3 HacCTOAWMX
TpeboBaHuin, U cneaytowme OONONHUTENbHbIE BO3MOXXHOCTM:

18.1. CospaHue cnocoboB aTak, NMOAroTOBKA W MpoOBeAeHME aTak C MNpUBEYEHUNEM
crneunannucToB, UMEKLWMX OnbIT pa3paboTkn 1 aHanusa cpeacts A, BKNoYaa cneunannucTos
B ob6nactm WCnonb3oBaHWA ANA peanu3aumm aTtak BO3MOXXHOCTeW cuctemHoro [10, He
ONUCaHHbIX B AOKYMEHTaumn Ha cuctemHoe MO.

18.2. Bo3MOXHOCTb pacnonaratb BCen OKYMEHTaumen Ha annapaTtHble U nporpaMMHble
KOMMNOHEHTbI CO.

18.3. BO3MOXHOCTb pacnonaratb BCeMu annapaTHbiMM KOMMNOHeHTamu cpenctea Ol n
Co.

19. B cnyyae peanusaumm B cpeactBe 31 dyHKUMM npoBepkn Il 3M1EKTPOHHOro
OOKYMEHTa C MCNONb30BaHMEM cepTudukaTa knoda nposepkn Il aTa peannsauma OOMKHA
WCKNIOYNTb BO3MOXKHOCTb npoBepkn 3l 3neKTpoHHOro AokymeHTa 6e3 nposepku 3l B
cepTudmkaTe Kno4da nposepkn 3l nnm 6e3 HanMyYMA NONOXUTENbHOIO pe3ybTaTa NPOBEPKU
Ol B cepTudukaTte Kntoda nposepkun AlT.

MHdopmauma 06 n3MeHeHnAX:
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CwMm. npeabiayLLyto peaakumio
20. Mpun paspabotke cpencts 3l AOMKHbBI MCMOML30BaTbCA KpunTorpaguyeckmne
anropuTMbl, YTBEPXAEHHble B KayecTBe rOoCydapCTBEHHbIX CTaHOapToOB WM Mmelowue
nonoxutenobHoe 3aknw4deHne O®CHB Poccum no pesynbTatamM MUX I9KCNEPTHbIX

KpunTorpaduryecknx nccrnenoBaHui !
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1 MoanyHKT 25 nyHkTa 9 MonoxeHnna o depnepanbHon cnyxbe 6e3onacHocTn Poccurckon depepaumn,
yTBepXKaeHHoro Ykasom [lpesunpeHta Poccuinickon ®epepaumm ot 11 aerycta 2003r. N 960 (CobpaHue
3akoHogaTenscTBa Poccuinckon ®epepaumm, 2003, N 33, cT. 3254; 2018, N 28, cT. 4198) (nanee - MNMonoxeHne o
®CB Poccuu).

21. WHxeHepHo-KpunTorpagpuyeckaa 3awmta cpeactsa Ol gomkHa WCKIIOYUTL
cobbITVA, NPMBOAALLME K BOSMOXXHOCTU NPOBEAEHMA YCMNELWHbIX aTakK B YCNOBMAX BO3MOXHbIX
HeucnpaBHOCTEN wunM cboeB annapaTHOro KOMMOHeHTa cpeactBa 3l mnu annapaTHOro
kKomnoHeHTa CBT, Ha KOTOpOM peanu3oBaHO NporpaMmmHoe cpenctso Oll.

22. B cpenctee Ol nomkHbl 6biTb peannu3oBaHbl TOIbKO 3a4aHHble B T3 Ha pa3paboTky
(MogepHu3aumto) cpeactsea Al anropnTMbl PyHKLMOHMPOBaHMA cpeactea All.

23. [lporpamMmHbI KOMMNOHEHT cpencTtBa Il (B cnyyae HanmMumAa NpOrpamMmHoOro
KOMMNOHeHTa cpeactea Ol1) AomKeH yaoBNeTBOPATL Cneayowmm TpeboBaHNAM:

- OOBEKTHbIN (3arpy304Hblil) KOA MPOrpaMMHOro KOMMOHeHTa cpeactsa Ol ponkeH
COOTBETCTBOBATb €ro UICXOAHOMY TEKCTY;

- B NPOrpaMMHOM KOMMOHeHTe cpeactBa Al Ao/MKHbI UICNONb30BaTLCA NPU peanusauum
TONIbKO OMNWCaHHble B AOKYMeHTauuu QyHKUUN nporpaMmmHON cpefbl, B KOTOPOU
byHKUMoHMpyeT cpencTso AlT;

- B MCXOAHbIX TeKCTax MNporpaMMHOro KoMnoHeHTa cpeactBa 3l [AOMXKHbLI
OTCYTCTBOBaTb BO3MOXHOCTUW, MO3BONAKOWME MOAUPUUMPOBATL WNIWN UCKaXKaTb anropuTM
paboTbl cpenctea Al B npouecce ero UCMNosb3oBaHWA, MOOUPUUMPOBATL WU UCKaXKaTb
WHPOPMaAUMOHHbIE MNWN ynpaBnAwwWwWMe NOTOKM M NPOLECCHI, CBA3aHHble C
byHKUMOHMpOBaHnem cpepactea 31, M nonyyaTb HapywuTenAM [OCTYN K XpaHAWencA B
OTKPbITOM BMAE KIOYEBOUW, NOEHTUMPUKALNOHHON U (M) ayTeHTUunumpyowen nHdopmaunm
cpenctea Jl1;

- 3Ha4YeHMA BXOOHbIX M BHYTPEHHWX MapamMeTpoB, a TakXe 3HayeHuA napamMeTpoB
HaACTPOEK MPOrpamMMHOro KOMMOHeHTa cpeactsa 31 He [OMKHbI HEraTUBHO BMATbL HA €ero
YHKLUMOHMpPOBAHME.

24. B cnyyae nnaHupoBaHuA pasmelleHnA cpencts Ol1 B nomMeweHnAX, B KOTOPbIX
NPUCYTCTBYET peyeBad akyCcTUdeckasa U BuayasbHaA WMHGopMauuA, cogepkallasa cBeaeHuA,
COCTaBNAKOLWMNE rOCYAapPCTBEHHYIO TalHy, U (Unm) yctaHoBneHbl AC 1 cuCTEMbl NpuUema,
nepegadn, obpaboTKU, XpaHEHUA M OTOOpaXkeHUA WHgopMaumK, cogepkalwen cBeneHuA,
coCTaBnAwwWmMe rocyaapcTteeHHyo TamHy, AC WHOCTpaHHOro npou3BOACTBa, BXoAAwme B
cocTtaB cpencts Ol, OOMKHbI OblITb MNOABEPrHYTbl MpPOBEpKamM MO BbIABMEHUIO YCTPOUCTB,
npegHasHa4YeHHbIX A1A HErnacHoro nNoay4YeHna nHopmauuu.

B cnyyae nnaHnpoBaHuA pasmelweHnA cpeactB 31 B NOMELWEHNAX, B KOTOPbIX
OTCYTCTBYeT peyeBaA akycTuyeckaA W Bu3yanbHaA WHGOpMauudA, cogepxkalwanA cBefeHus,
COCTaBfAKOWME rOCYyNapCTBEHHYI0 TauHy, U He ycTaHoBneHbl AC ©n cuctembl npuema,
nepepayn, obpaboTku, XpaHEHUA U OTobpakeHuA WHopMaunn, copepkallen cBefeHuA,
COCTaBNAKOLWME rOCYyAaPCTBEHHYIO TANHY:

- peweHne o nposegeHun nposepok AC MHOCTPaHHOrO MPOM3BOACTBA, BXOAALWMX B
coctaB cpeactB 3l knacco KC1, KC2, KC3, KB1 n KB2, npuHuMaeTcA opraHusauuvewu,
obecneyunBaroLen akcnayaTaumio gaHHblx cpeacts Ill;

- npoBepkn AC MHOCTpaHHOro NPOM3BOACTBA, BXOAALWMX B cocTaB cpeactB Al knacca
KA1, npoBogAaTcA B 06A3aTeNIbHOM NopAaKe.

25. CpeactBo 3l AO/MKHO MPOBOAMTL ayTeHTUPMKaUMIO CyOBbEKTOB AocTyna (nwuu,
npoueccoB) K 3TOMY CPeaCTBY, MPU 3TOM:

- NpU OCyLlecTBeHMn goctyna K cpeactey Al ayTeHTupmkaumAa cybbekTa gocTyna
A0/HKHA NPOBOAUTBLCA OO0 Hayasna BbINOSIHEHUA NEepPBOro OYHKUMOHANbHOrO MOAYA CpencTaea
ort;
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- MexaHu3Mbl ayTeHTUuKauum AOO/MKHblI 6/0KMpoBaTbh OOCTYN 3TUX CYOBbEKTOB K
dyHKUMAM cpencTea Il npu oTpuuaTesibHOM pe3ynbTaTe ayTeHTUMKaunu.

26. Cpenctso 3l O0O/MKHO MPOBOAUTL ayTEHTUIUKALMIO ML, OCYLLECTBNAIOLMNX
noKanbHbIN JOCTyn K cpeactay Al.

27. HeobxogmmocTb npoBeneHnAa cpencteom 3l ayTeHTudwmkaumm npoLeccos,
OCYLLEeCTBNALWMNX JIOKaNbHbIA WUNW yaaneHHbld (ceTeBOoW) AocTyn K cpenctey 3,
ykasbiBaeTcA B T3 Ha pa3paboTky (MogepHu3aumto) cpeactea Ill.

28. [nAa noboro BxogAwero B cpeactso Al mexaHM3ma ayTeHTUmnKaumm gonxkeH bbiTb
peann3oBaH MexaHW3M OrpaHW4YeHUA KonumyecTBa chegylwmux noapAn MNOMbITOK
ayTeHTUdUKaLMN 0OHOro cybbekTa OOCTyna, YNCNO KOTOPbIX He OO/MKHO ObiTb 60nblie 10.
Mpn NpeBbIWEHNN Yucna cnepylowux noapAa NonbITOK ayTeHTUdUKaumMm ogHoro cybbekTa
AOCTyna YyCTaHOBNEHHOrO NpPeaenbHOro 3HavyeHuA A0CTyn 3TOoro cybbekta K cpepctsy Ol
OOMKEH 6110KMpoBaTbCA Ha 3adaHHbin B T3 Ha paspaboTky (MoaepHusaumio) cpeactea Ol
NPOMEXYTOK BPEMEHN.

29. B cpenctee 3l pomkeH ObiTb peann3oBaH MexaHuaM (npouenypa) KOHTpona
uenoctHocTtm cpeactea Al n CO.

KOHTPO/b LLENOCTHOCTU MOXET OCYLLECTBNATLCA:

- B Hayane pabotbl co cpeacteom A1 oo nepexopga CBT, B KOTOpoM peanns3oBaHO
cpencTeo Jl, B paboyee cocToAHME (Hanpumep, 40 3arpy3ku onepaumoHHon cuctemol CBT);

- B XOOe pernameHTHbIX NpoBepok cpenctBa A1 Ha mecTax akcnnyaTauuu
(pernameHTHbIV KOHTPOSIb);

- B aBTOMATUYECKOM pexume B npouecce GyHKUMOHUpoBaHuA cpeactea Ol
(AMHAMUYECKMIN KOHTPOSb).

KOHTpOb LEeNOCTHOCTU A0/MKEH NPOBOAUTLCA B Havane paboTbl co cpeactsom M.

MexaHn3M pernameHTHOro KOHTPOA LENOCTHOCTU AO/MKEH BXOOUTb B COCTaB CPEAcCTB
arl.

30. Ana cpeacts 3l knaccos KC1 1 KC2 Heob6xoauMOCTb npeabABrieHna TpeboBaHnin K
ynpaBieHnio JOCTYNOM N OYUCTKE MaMATU, a TakXe UX coaep)xaHue ykasbiBatoTcA B T3 Ha
paspaboTky (MogepHmM3aumo) cpenctaea Jll.

31. B coctaB cpeacts 3Ol knaccos KC3, KB1, KB2 n KA1 nnn C®O [omkHbl BXOAUTb
KOMMOHEHTHI, 0becnevnsatome:

- ynpaBfieHMe OOCTYNOM CYObeKTOB K pa3/nMyHbiM KOMMOHEHTaMm W (Unuv) ueneBbiM
dyHkumAam cpeactea Al n CPO Ha ocHOBe MapameTpoB, 3a4aHHbIX aAMUHUCTPATOPOM WU
npounssoamnTenem cpenctea Il (TpeboBaHMA K yKa3aHHOMY KOMMOHEHTY OMNpenenAlTcA W
060CHOBbLIBAOTCA OpraHn3aumein, NpoBoaALLel nccnegosaHna cpeactea Al € LENbO OLUEHKMU
cooTBeTCcTBUA cpencTea Al HacToAwmMM TpeboBaHMAM);

- OYMCTKY OnepaTuMBHOM W BHEWHEeW naMATW, ucnonb3yemon cpegcrtsom Il onAa
XpaHeHVA 3awumwaemMon uHdopmauum, npu ocBoboXAeHUU (nepepacnpeneneHum) namaTu
nyTem 3anucum Mackupywuwen uHdpopmMaumm (Cny4amHoOU UM nceBpocnydyamHom
nocnenoBaTesibHOCTM CUMBOJIOB) B NaMATb.

32. B coctaB cpencts Al knaccos KB2 n KA1 nnn CO omkHbl BXOAUTb KOMMOHEHTHI,
obecneymBaroLme SKCTPEHHOE CTUPaHWE 3almnLaeMon MHopMauum orpaHNyYeHHOro 4ocTyna.
TpeboBaHMA K peanun3aumMm W HAOEXHOCTU CTMpaHuMA 3aparTcA B T3 Ha pas3paboTky
(MogepHusaunto) cpenctaa Oll.

33. Ana cpeacts Al knaccos KC1 1 KC2 HeobxoanMMOCTb npeabABrieHna TpeboBaHnin K
perucTpauum cobbITUn U UX coaepXXaHne ykasbiBaloTcA B T3 Ha pa3paboTky (MoaepHM3auuio)
cpenctea Jll.

34. B coctaB cpeacts 3l knaccoB KC3, KB1, KB2 n KA1 gonxXeH BXoauTb MOAyfb,
NPOV3BOAALMI (PrKCaLMIO B 3NIEKTPOHHOM XXypHane permctpaummn cobbituii B cpeactse 3l u
Cd, cBA3aHHbIX C BbINO/HEHMEM cpeacTBom Il cBOMX LeneBbiX PYHKLMNA.
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TpeboBaHMA K yKasaHHOMY MOAYO U NepevYeHb PerncTpupyembix coObITUN
onpenenAlnTcA N 060CHOBbLIBAOTCA OpraHu3aumnein, nposoaaLwen nccnegosanma cpeacrtea Ol
C Lenblo OLUEeHKN cooTBeTCcTBMA cpeacTtea Al HacToAwmm TpeboBaHMAM.

35. XypHan peructpaumm cobbiTUKA [O/MKEH ObiTb AO0CTYNEeH TOJIbKO Jnuam,
onpefeneHHbIM ornepaTopomM MH(POPMaLNOHHON CUCTEMbI, B KOTOPOW MCNONb3yeTCA CPencTBo
Ol, UM ynonHOMOYEHHbIMM UM nnuamu. Mpyn 3TOM A0CTYN K XXYpHany peructpauum cobblTnin
AOMKEH OCYLLECTBATLCA TOMbKO ANA NPOCMOTPa 3anvucen 1 And nepemeLweHna coaepXmmMoro
YXypHana permctpaumm cobbiTUn Ha apXVUBHbBIE HOCUTESN.

36. Cpok gencteuma Kno4da npoBepkn Il He A0/MKEH NpeBbiwaTb CPOK AENCTBUA Kiova
Ol 6onee yem Ha 15 ner.

37. TpeboBaHMA K MEXaHU3MYy KOHTPONA Cpoka ucnonb3oBaHuAa knwoda 3l
6nokupytowero paboty cpeactsa Ol B crnyyae MONbITKU WUCMOMb30BAHWA KAOYa AOSblUe
3a0aHHOro Cpoka, onpegenAilTcA paspabotymkom cpeactsa 31 n obocHOBbIBAKOTCA
opraHusauuen, nposofAlen nccnenosaHnA cpeactea Al € Lenblo OUEHKU COOTBETCTBUA
cpencTtBa Al HacToAwmMM TpeboBaHMAM.

38. KpunTorpaduyeckme npoToKonbl, obecneymBarolime onepauum C KIO4eBOWn
nHopmaumen cpenctea I, 4OMKHbI ObITb peannu3oBaHbl HENOCPEACTBEHHO B cpeacTee Oll.

39. WccnepoBaHuAa cpencts 3Ol ¢ uenblo oueHku cooTBeTcTBUA cpencts Ol
HacToAwmnM TpeboBaHUAM OOMKHbI MPOBOANTLCA C UCNONb3oBaHMeM pa3pabaTtbiBaeMbix PCH
Poccun 4ncnoBbixX 3HAYEHMIN NapameTpPoB U XapakKTEPUCTUK peanndyembix B cpeactsax Ol

MexXaHM3MOB 3allTbl N annapaTHbIX U NporpaMmmMHbIX KOMMOHEHTOB Co 1.

L MoanyHKT 47 nyHkTa 9 MonoxeHna o ®Cb Poccun.

MpunoxeHue N 2
K npukasy ®Cb
oT 27 pekabpa 2011 r. N 796

Tpe6oBaHUA K cpeacTBaM yAOCTOBEPAIOLLEro LeHTpa

C U3aMeHeHUAMU U AONOJSIHEHUAMMU OT:

4 pexkabpsa 2020 r.
. O6wWwme nono)keHus

1. HacTtoAwme TpeboBaHuA pa3paboTaHbl B COOTBETCTBUN ¢ DefeparibHbIM 3aKOHOM OT
6 anpena 2011 r. N 63-®P3 "O6 anekTpoHHOW nognucun" (oanee - GenepanbHbiii 3aKOH).

2. B HacToAwmux TpeboBaHMAX WCMONL3YIOTCA Creaylowmne OCHOBHbIE MNOHATUA,
onpepeneHHble B ctatbe 2 MenepanbHOro 3akoHa:

1) anekTpoHHaA nognuck (panee - Al) - HpopmaunA B INEKTPOHHON hopMe, KoTopanA
npucoeanHeHa K Apyrov MHpopmaumm B aNeKTPOHHOW dhopMe (NnoanmcbiBaeMon nHopmaumm)
unn wnHbiM o06pasomM cBA3aHa C TakoW WHGOpMauuen m KoTopaA WCnonb3yeTcA AOnA
onpegeneHna nuua, NoANncbIBaoLWero MHopmaumio;

MHdopmauma 06 namMeHeHnax:

lMoanyHKT 2 nameHeH ¢ 11 aHBapa 2021 r. - lNpukaz ®CHb Poccumn ot 4 gekabpa 2020r. N
555

CMm. npeabigyLuyto peaakumo
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2) yaocToBepAlWMA LUeHTp (oanee - YL) - opuanyeckoe nvuo, VHAMBUAOYaNbHbIN
npeanpuHuMatens NM60 rocynapCTBEHHbIA OpraH WM OpraH MeCTHOro camoynpasfieHuA,
ocyLecTBNAOWME (PYHKUMN MO CO3AaHUIO U Bblaaye cepTuumkaTos knoYer nposepkn M, a
Tak>Xe WHble PyHKUUKU, npeaycMoTpeHHble PeaepanbHbIM 3aKOHOM;

3) cpeactBa 3l - wundposanbHble (KpynTorpadunyeckne) cpeactsa, UCMNONb3yemble
AnA peanusaumm xotA 6bl 0OgHOM M3 cnegyrowmx yHKUuM - cos3gaHue 3Ol1, nposepka 3lT,
cosgaHue knoda 3l n knova nposepkun 3Al;

4) kntoy Al - yHuKanbHaA nocnegoBaTesNibHOCTb CUMBOJIOB, NpegHasHavYeHHaA anA
cospanva 3lT;

5) knwoy nposBepku 3l - yHMKanbHaA MocrenoBaTeflbHOCTb CUMBOJIOB, OAHO3HAYHO
cBA3aHHaA c kmwo4vom Ol M npegHasHavYeHHaA OnA nNposBepku nognuHHoctu Ol (panee -
nposepka 3l);

6) ceptucpukar knroya nposepku A1 - 3MEKTPOHHbLIM AOKYMEHT WU OOKYMEHT Ha
6yMa>KHOM HocuTene, BbloaHHble YL nubo posepeHHbIM nvuom YL v nogtBepxpatowme
NPUHaANexXHOCTb Kntoya nposepky 3l Bnagensuy cepTudukara kno4a nposepku Ill;

MHdopmauma 06 n3mMeHeHnAX:

lMoanyHkT 7 nameHeH ¢ 11 auBapa 2021 r. - lNpukaz ®CHb Poccumn ot 4 gekabpa 2020r. N
555

Cm. npeabiayLyyro peaakuymo

7) kBanuduumpoBaHHbIN cepTudukat kKnwvya nposepku Il (panee -
KBaNnMUUMPOBAaHHbIN cepTudumkar) - ceptudumkart knoda nposepku 3l1, COOTBETCTBYIOLLNIA
TpeboBaHMAM, ycTaHOBNEHHbIM depepanbHbiM 3aKOHOM W UHbIMW MPUHUMAEMbIMU B
COOTBETCTBMMN C HUM HOPMAaTMBHbLIMWU NPaBOBbIMU aKTamMu, CO34aHHbIN akkKpeaMToBaHHbIM YL
nnbéo denepasnbHbiM OpPraHoM WCNONHUTENbHOMN BfacTW, YNOSIHOMOYEHHbIM B cdepe
ncnonb3oBaHuA 3l (ganee - ynofNHOMOYEHHbIV (hefepanbHbi OpraH), U ABMAWUIACA B CBA3N
C 3TUM ohmuManbHbIM AOKYMEHTOM;

8) Bnapeneuy ceptucukara ksroda nposepku 3l - nMuo, KOTOPOMY B YCTAHOBIEHHOM
®depnepanbHbIM 3aKOHOM NOPAAKE BblAaH cepTudmkaT knoya nposepkn 3M;

MHdopmauna 06 nameHeHnsax:

lMoanyHkT 9 nameHeH ¢ 11 aHBapsa 2021 r. - lNpuka3z ®CHb Poccumn ot 4 gekabpa 2020r. N
555

Cm. npeabiayLyyro peaakuymo
9) akkpeautauma YL, - npusHaHue cooteeTcTBMA YL| TpeboBaHmAM PDepepanbHOro
3aKoHa;
10) cpeactBa YL - annapatHble 1 (W) NporpaMMmHble CpeacTBa, UCnonb3yemble AnA
peanusaummn pyHkummn YLL;

MHdpopmauma 06 nameHeHnAX:

lMoanyHkT 11 uameHeH ¢ 11 aHBapa 2021 r. - [Mpukaz ®CH Poccum ot 4 gekabpsa 2020r. N
555

Cm. npeabiayLyyro peaakuymo
11) y4acTHUKM 23NEeKTPOHHOro B3auMMOAEUCTBMA - oOcylecTBaAlowme obmeH
nHdopmaumen B 3INEKTPOHHOW OpMe rocyfapCTBEHHble OpraHbl, OpraHbl MeCTHOro
camoynpasfieHunA, opraHn3aunn, HanBuayanbHble npeanpuHMMaTeny, a Takxxe rpaxaaHe;

WNHdopmaumna 06 N3MeHeHnAX:

[yHKT 2 gonosnHeH nognyHKTom 12 ¢ 11 AHBapsa 2021 r. - [pukaz @CB Poccumn o1 4 gekabpA
2020r. N 555

12) meTKa AOBEpPEeHHOro BpemMeHu - [OCTOBepHaA MHopMauua B 9N1EKTPOHHON dhopme

O jJate W BpPEeMeHU NOoANUCaHUA 3JNEKTPOHHOro [AOKYMEeHTa 3NEeKTPOHHOW MOAMUCHIO,
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co3gaBaemMaA U npoBepAemMan [OOBEPEHHOW TpeTben CcTopoHow, YL, wvnu onepatopom
WHPOPMAaLIMOHHON CUCTEMbI U MONy4YeHHAA B MOMEHT MOANMCAHUNA 3/IEKTPOHHOro AOKYyMeHTa
SﬂeKTpOHHOVI noanncbid B YCTaHOBJIEHHOM YMNOJIHOMOYEHHbIM cpep,epaanblM opraHom
nopAgke C WCMNONb30BaHWMEM MPOrpaMMHbIX M (UNKW) annapaTHbIX CPeACTB, MpoLwenwnx
npoueaypy NoaoTBep>XAeHUA COOTBETCTBUA TpeboBaHWAM, yCTAHOBNEHHbIM B COOTBETCTBUN C

PepepanbHbIM 3aKOHOM 1.

1 B cooTtBeTcTBMM ¢ yacTbio 1.1 cTatbm 3 denepanbHOro 3akoHa oT 27 gekabpa 2019 r. N 476-03 "O
BHECeHUN nameHeHuin B MepepanbHblil 3akoH "O6 31eKTpoHHOM nognuncu” u ctateto 1 MepepasnbHoro 3akoHa "O
3awmTe NpaBs LPUANYECKUX ML N MHONBUOYAbHbIX NPeanpUHMMAaTENEN Npu OCyLLECTB/IEHUN rOCYy0apCTBEHHOIO
KOHTpONA (Hag3opa) M MyHuumnanbHoro KoHTpona" (CobpaHme 3akoHopgaTtenbcTBa Poccurickon depepaumu,
2019, N52 (4. 1) cT.7794; 2020, N 26, cT.3997) TpeboBaHuA K cnyxb6e MeTOK [OOBEPEHHOro BpPeMeHU
npumMmeHaroTcA ¢ 1 AHBapA 2021 r.

3. HactoAawue TpeboBaHuA ycTaHaBnMBalOT CTPYKTYpPY U copepxaHue TpeboBaHU K
cpencteam YL.

4. Hactoawue TpeboBaHnA npegHasHayeHbl [OJ1A 3aKa34yMKOB U paspaboTymkKoB
paspabaTbiBaeMbIX (MOOEPHU3NPYEMbIX) cpeacTB YL npu nx B3anMogencTemnm mexay cobon, ¢
opraHmsaumaMn, MpPOBOAAWMMN  KpunTorpapuyeckmne, UHXeHepHo-kKpunTorpaguyeckne u
cneuunanbHble nccneposanna cpeacts YL, @CB Poccumn, ocywecTBnAlOWEN NOATBEPXKOEHNE
cooTBeTCcTBMA cpencts YL, HacToAawmm TpeboBaHNAM.

5. HactoAwme TpeboBaHuA pacnpocTpaHAlTCcA Ha cpeactsa YL, npeaHasHadeHHble
AN1A NCNoNb30BaHWA Ha TeppuTtopun Poccuickon ®epepaumm.

6. K cpeactBam VYL B yactm ux paspaboTku, nNpouv3BOACTBA, peanM3auum u
akcnnyatauuu npeabABnAlTCA TpeboBaHuA, 3akpernneHHble [lonoxeHuem o paspaboTtke,
NPON3BOACTBE, peanusaummn 1 aKcnayaTaumm wmpoBanbHbIX (KpuntTorpagpuyecknx) cpeacTs
3awmnTbl nHpopmaumn (Monoxerne MNMK3-2005), yTeep>kaeHHbIM npukasom OCB Poccum ot 9

deBpana 2005 . N 66 ! (C n3ameHeHnAmMU, BHeCEHHbIMK rprkaszom GCB Poccuu oT 12 anpena

2010r. N173 2, ONA WwnpoBanbHbIX (KpUATorpauyecknx) cpencTe 3awmTbl MHGOpMaLmn
(banee - CK3W) ¢ orpaHM4YeHHbIM OOCTYNOM, HE cOOep)allel CBeaeHWW, COCTaBAAloLMX
rocyfapCTBEHHYIO TanHy.

1 3apeructpuposaH MuHioctom Poccum 3 mapTta 2005 r., peructpaumoHHbii N 6382.
2 3apeructpuposaH MuHioctom Poccum 25 maa 2010 r., permctpaumoHHbii N 17350.

Il. Tpe6oBaHuA K cpeacTeam YL

7. CpepnctBa YL, [o/mKHbI NPOTMBOCTOATbL Yyrpo3am, npeactaBnAawowmm coboin
LueneHanpasfieHHble OeNCTBUA C UCMOb30BaHMEM annapaTtHbIX U (Un) NPorpaMMHbIX CPEACTB
C Lesiblo HapyLWeHNA NHXEHEePHO-TEXHUYECKOU U KpunTorpadmuyeckon 6e30nacHOCTU CpeacTB
YL unu ¢ uenbio co3gaHnA yCnoBuin AnAa 3Toro (ganee - ataka).

8. B 3aBucumoctm oT crnocobHOCTeM NPOTUBOCTOATbL atakam cpeactea VYL

nogpas3fenAarTcA Ha KiaccChbl 3.

3 Heobxooumblii knacc paspabartbiBaembiX (MoaepHU3Mpyemblx) cpeacTts YL onpeaenaeTca 3aka3ymkom
(paspaboTtumkom) cpeacts YL nytem onpeneneHnA BO3MOXHOCTEN OCYLWECTBNATb CO3faHMe crnocoboB aTak,
NMOAroTOBKY WM NMPOBedEeHNEe aTak Ha OCHoBe NMyHKTOB 9-14 HacToAwmx TpeboBaHMIA N yKasblBaeTCA B TaKTUKO-
TEXHWYECKOM 33a[aHNM WKW TEXHWYECKOM 3adaHUM Ha NpPOBELEHME OMbITHO-KOHCTPYKTOPCKOM paboTbl wunm
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COCTaBHOW 4YacCTW OMbITHO-KOHCTPYKTOPCKOW paboTbl N0 paspaboTke (MogepHu3aumm) cpeacts YL (nanee - T3 Ha
paspaboTky (MogepHu3auuio) cpeacts YLI).

9. Cpenctea YL, knacca KC1 npoTMBOCTOAT arakam, nNpu CcO34aHUM Crnocobos,
noaroToBKe M NPoBEAEHNN KOTOPbIX UCMOMb3YIOTCA cnenyowme BO3MOXKHOCTH:

9.1. lNopgroToBka M NpoBefdeHWe aTak W3BHe MPOCTPaHCTBa, B npegenax KoToporo
OCYLLEeCTBNIAETCA KOHTPONb 3a npebbiBaHMEM W OEeUCTBUAMU NnL, U (MNK) TPaHCNOPTHbIX
CpencTB (Onanee - KOHTponupyemasa 30Ha).

9.2. lNoproToBka v nposefeHve atak 6e3 Ncnonb3oBaHWA AOCTyNa K PyHKUMOHATbHBIM
BO3MOXXHOCTAM NporpaMMHo-annapaTHbIX CpeacTB B3anmonencTesua ¢ YLL.

9.3. CamocToATenbHOe OCyLeCTBeHMe co3daHnA crnocoboB aTak, MNOAroTOBKU U
npoBefeHVA aTak Ha cnegyrowme o6beKThbI:

- DOKYMeHTauuo Ha cpencTsea YL;

- 3almMLaeMble 3NTIEKTPOHHbIE AOKYMEHTDI;

- K/TIOYEBYIO, ayTEHTUMLMPYIOLLYIO 1 NAPOSIbHYI0 MHOPMAaUNIO;

- cpeacTea YU, nx nporpamMmHbie 1 annapaTHble KOMNOHEHTbI;

- JaHHble, Nepeasaemble No KaHanam CBA3W;

- MOMELLEHNA, B KOTOPbIX HAXOAATCA annapaTHble cpenctea (ganee - AC), Ha KOTOpPbIX
peanu3oBaHbl cpeactea YL, a Takxe pgpyrve 3sawuuaemble pecypcbl MHMOPMaLUMOHHON
CUCTEMBbI.

9.4. BHeceHune Ha aTanax pa3paboTku, NpoM3BOACTBA, XPaHEHUA, TPAHCMOPTUPOBKN U
BBOAA B aKcnnyatauuo cpencts YL:

- HeraTuBHbIX (PYHKUMOHANbHbIX BO3MOXHOCTEN B cpeactea YL, B TOM uucne ¢
NCrnonb3oBaHMeM BpPeAOHOCHbIX Mporpamm;

- HECaHKLUMNOHUPOBAaHHbIX U3MEHEHUI B JOKYMeHTauuio Ha cpeactea YLL.

9.5. MNMonyyeHune cnepytowen nHpopMaumn:

- o6Wwmx ceeneHnn 06 MHPopMaLIMOHHOW CUCTEME, B KOTOPOW MUCMOMb3YOTCA CpeacTaa
YL (HasHayeHue, cocTaB, OObeKTbl, B KOTOPbIX pa3MeLleHbl pecypcbl WUH(POPMAaLMOHHOM
CUCTEMBI);

- cBegeHun 06 MHGOPMaUMOHHBLIX TexHonormax, 6aszax gaHHblX, AC, nporpamMMHOM
obecnedveHun (ganee - O), ncnonbdyembix B MHPOPMALNOHHOW CUCTEME COBMECTHO CO
cpeactBamu YL;

- cBeleHNN 0 (PU3NYECKMX Mepax 3almTbl OOBHEKTOB, B KOTOPLIX pa3MeLleHbl cpeacTaa
YL

- CBeJeHNn O mMmepax Mo obecneyvyeHuto 3awmuTbl KOHTPOSIMPYEMOM 30Hbl O0O6bEeKTOB
MHGOPMAUVOHHON CUCTEMBI, B KOTOPOW UCMNONb3YTCA cpenctea YL;

- CBEAEHNN O Mepax Mo pasrpaHNYeHnto JoCTyna B NOMELLEHNA, B KOTOPbIX pa3MeLLeHbl
cpenctea YL;

- cogep>kaHuAa HaxogAwencA B cBOOOOHOM [OCTYyNe TEXHUYECKOW OOKYMEeHTaumm Ha
cpenctea YL;

- CBeeHNn O 3awmuiaeMon uHdopmauum, Ucrnonb3yemMon B npolecce akcniyartauum
cpeacts YU (Buabl 3awmwaemon wnHdopmauumn: cnyxebHaA WMHGoOpMauuA, naposibHaA wn
ayTeHTMdMumpylowana wnHgopmauma, KoHgurypaumoHHaa wuvHdopmauumA, ynpasnawoowan
MHopMauuva, MHGOPMaLMA B 3NIEKTPOHHBLIX >XypHanax perucrpauuu; obwue csBefeHuA O
COAEepPXXaHUM Kaxxaoro Buaa sawmaemMon nHopmaumm; xapakTepuctTmkm 6e3onacHoCcTn A
Kaxx[oro Bnaa sawuiaemon nHopmauum);

- BCEX BO3MOXHbIX OaHHbIX, NepefaBaemMbliXx B OTKPbITOM BUAE MO KaHanaMm CBA3W, He
3aWMUeHHbIM OT HecaHKuMoHupoBaHHOro poctyna (manee - HCO) Kk uHGopmaunu
OpraHM3aunoHHO-TEXHUYECKMMN MEPaMK;

- CBEOEHWUIN O NIMHUAX CBA3U, MO KOTOPbIM NepeaaeTcA 3awmaeman ¢ UCnonb30BaHNEM
cpencts YL nugpopmaums;



- cBegeHun 060 Bcex MPOABMAKOWMXCA B KaHanax CBA3W, He 3awmueHHblx oT HCO K
MHOpMaLUM OpraHN3aLMOHHO-TEXHUYECKUMU MepaMu, HapyLeHWAX npaswui 3KcnayaTaumu
cpencts YL;

- cBefeHun 060 Bcex MpoABAAIOWMXCA B KaHanax cBA3W, He 3awmweHHblx oT HCL kK
MHOopMaLUM OpraHN3aUMOHHO-TEXHNYECKUMU MepaMmn, HencnpaBHOCTAX U cboAx cpeacts YL,

- CBeAeHWn, noflyyaemblx B pesynbTaTe aHanusa fobbix OOCTYMHbIX ANA nepexsaTa
CUrHanoB OT annapaTHbIX KOMNOHEHTOB cpeacTs Y.

9.6. Uicnonb3oBaHue:

- HaxogAwmxcA B cBO60OOHOM O0CTyne Unn 3a npegenaMmm KOHTponmpyemon 3oHbl AC v
MO, BKAOYaA NporpamMmmHble 1 annapaTHble KOMMOHEHTbI cpeacTs YL;

- cneumanbHo paspaboTaHHbix AC un INMO.

9.7. Ncnonb3oBaHue B KayecTBe KaHanoB atak He 3awmueHHbix oT HC K nHgopmaumn
OpraHM3aunoHHO-TEXHUYECKMMN MepamMu KaHasnoB CBA3U (Kak BHE KOHTPONMPYEMOW 30HbI, Tak
M B ee npenenax), No KoTopbiM NepenaeTca nHopmauna, obpabatoiBaeman cpeactsamm YLL.

10. CpenctBa YL knacca KC2 npoTMBOCTOAT aTakam, nNpu cO30aHuMM CnocoboB,
NoAroTOBKE N NPOBEAEHUN KOTOPbIX MCNOMb3YKTCA CNeaywme BO3MOXHOCTN:

10.1. Bo3MOXHOCTHN, NnepedncnenHsle B noanyHktax 9.3 - 9.7 HacTtoAwmx TpeboBaHUN.

10.2. NoaroToBka 1 NpoBefeHne aTtak U3 KOHTPOSIMPYEMON 30HbI.

10.3. lNogroTtoBka n nposegeHne atak 6e3 ncnonb3oBaHnA goctyna K AC, Ha KOTOpbIX
peannsoBaHbl cpeacTaa YLL.

10.4. Wcnonb3oBaHne LWTATHbLIX CPeACTB WH(OPMALNOHHOW CUCTEMbl, B KOTOPOW
ncnonbayTcA cpeactea YL,

11. CpeactBa YL knacca KC3 npoTUMBOCTOAT aTtakam, npu cO3gaHuM Crnocobos,
noaroToBKe N NPOBEAEHUN KOTOPbIX MCNONb3YKTCA CNeayowme BO3MOXHOCTN:

11.1. Bo3MOXXHOCTKN, nepevncneHHole B nognyHktax 10.1, 10.4 HacToAwmx TpeboBaHUN.

11.2. logroToBka W npoBefeHMEe aTak Wu3-3a NpenenioB KOHTPOSIMPYEMOW 30HbI C
NUCMNoNb30BaHMEM [OCTyrna K (YyHKUMOHANbHBIM BO3MOXHOCTAM MNporpaMMHO-annapaTHbIX
cpeacTB B3ammopencTema ¢ YL Ha OocHoBe neranbHoro obnagaHvua ayTeHTuduuupytowen
nHopmaumerr nNM6O0 NOArOTOBKA M NpOBeAeHMe aTak W3 KOHTPOJIMPYEMOW 30Hbl C
ncnonb3oBaHnem goctyna K AC, Ha KOTOpbIX peann3oBaHbl KOMNOHEHTbI YL, ¢ npaBamu nuua,
He ABNAIOWErocA 4YJeHOM rpynmnbl (PU3NYECKNX nuy, YMNOSHOMOYEHHbIX MNPOM3BOAUTb
WMHCTanNNAUuMio, KoHurypmposaHue u akcnnyartauuio cpencrts YL, koHdurypmposaHue
npocounnAa n napameTpoB >XXypHana ayauta ((PYyHKUUM CUCTEMHOro agMuUHUCTpaTopa),
apxmBMpoBaHMe, Pe3epBHOE KOMUPOBAHME M BOCCTaHOBMIEHME MHGopMaumm nocne cboes
(cbyHKUMN oOnepaTopa), Co3JaHue U aHHYyMpoBaHUE CepTUdUKaATOB Knoyen nposepkn 3l
(dbyHKUMM agMUHUCTpPaATOpa cepTudukauum), NPoCMOTP U MOAAEPXKKY >XXypHana ayauTa
(dbyHKUMM agMUHUCTpaTOpa ayauTta) (ganee - rpynna agMUHUCTpaTopoB cpencts YL) Hu
OOHOro U3 KOMMNOHeHTOB YL,

11.3. O6napaHme AC YLl B 06beme, 3aBUCALLEM OT peaniM3oBaHHbIX MepP, HanpaBeHHbIX
Ha NpenoTBpaLleHne N npeceyeHne HeCaHKUMOHMPOBAHHbIX AENCTBUN.

12. CpenctBa YU knacca KB1 npoTMBOCTOAT aTakam, nNpu cO30aHUM CnocoboB,
noaroToBKe N NPOBEAEHUN KOTOPbIX MCNONb3YKTCA Cneayowme BO3MOXHOCTN:

12.1. Bo3amoXxHOCTH, nepedncnenHsle B noanyHktax 11.1 - 11.3 HacToAwmx TpeboBaHW.

12.2. OcywecTBneHme co3gaHnA CcnocoboB M MOAFOTOBKM aTak C MNpUBEYEHNEM
cneunanncTos, UMetoLWMX onblT paspaboTkn n aHannsa CK3W YL, (BknoyaAa cneuyannucTos B
obnacTn aHanusa CUrHasoB JIMHEMHOM nepefadn N CUrHanoB MOBOYHbLIX 3NIEKTPOMarHUTHbIX
n3ny4yeHnn n Haesogok CK3U YLI).

12.3. lNpoBepneHve nabopaTopHbiXx mccneposaHun cpencts YL, ucrnonb3yembix BHe
KOHTPONUPYEMON 30Hbl B 06beMe, 3aBUCALLEM OT peaniM30BaHHbIX Mep, HanpaBfieHHbIX Ha
npefoTBpalleHne N npecevyeHne HeCaHKUMOHNPOBAHHbIX OENCTBUNA.
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13. CpenctBa YU knacca KB2 npoTMBOCTOAT aTakam, nNpu cO30aHuUM CnocoboB,
noaroToBKE N NPOBEAEHUN KOTOPbIX MCNONb3YKTCA CNeayowme BO3MOXHOCTH:

13.1. BO3MOXHOCTN, NnepeymncrieHHble B noanyHkTax 12.1-12.3 HacToAwmx TpeboBaHniA.

13.2. OcywecTBneHme co3gaHnA CnocoboB U MOArOTOBKU aTak C MNpuUBeYEeHNEM
cneunanucToB B 06NacTM UCMONb30BaHWA ONA peanu3auum aTak HeaeknapupoBaHHbIX
BO3MOXXHOCTEWN NpUKIagHoro n cuctemHoro MMO.

13.3. lNoctaHoBka paboT no co3paHuio CcnocoboB WM CpencTB aTtak B HayyHo-
nccnepoBaTenbCKUX LEHTpax, cneunanuaupylowmxca B obnactm pas3paboTkm M aHanmsa
cpencts YL.

13.4. O6napaHue uUCXOOHbIMWM TekcTamum npuknagHoro MO, npumeHAemoro B
MHGOPMaUVOHHON CcUCcTeMe, B KOTOpPOW ucnonb3ytoTcA cpeactea YL, nm HaxopAwewncA B
cBOOOOHOM OOCTYNE AOKYMEHTaUMEN.

NHdopmaumna 06 n3MeHeHnAX:

TpeboBaHusa fononHeHb! noanyHKToM 13.5 ¢ 11 auBapa 2021 r. - [Mpukaz ®CE Poccum ot 4
aekabpsa 2020r. N 555

13.5. Paspabotka n peanu3auma C WUCMOMb30OBaHMEM annapaTHbIX U MPOrpaMMHbIX
CPeAcTB aTak, HanpaB/ieHHbIX Ha BbIABEHWE U UCMONb30BaHne nmewmxca yassumocten AC
Y.

14. CpenctBa YL knacca KA1 npoTMBOCTOAT aTakam, npu cO30aHUMM CnocoboB,
noaroToBkKe N NPOBEAEHNN KOTOPbIX MCNONb3YIOTCA crefyowme BO3MOXHOCTH:

14.1. BO3MOXHOCTU, nepeyncneHHole B rnoanyHktax 13.1 - 13.4 HacToAwMmX
TpeboBaHuia.

14.2. OcywecTBneHMe co3gaHnA CrnocoboB U MOArOTOBKM aTak C MNpUBEYEHUNEM
Hay4YHO-UCCnenoBaTeNlbCKNX LEHTPOB, cneumanuanpyowmxca B obnactm paspaboTkm u
aHanmnsa CK3WM n B obnactn vMcnonb3oBaHuMA ANA peann3auumn atak HeaekapupoBaHHbIX
BO3MOXHOCTEN NpuKiagHoro n cuctemyoro MoO.

14.3. O6bnagaHne Bcen OOKYMEHTauMen Ha annapaTHble U NPOrpaMmMHbIE KOMMOHEHTbI
cpencts YLI.

14.4. ObnapaHve Bcemn annapaTtHbIMU KOMNOHeHTamu cpeacTts YLL.

15. CpeactBa YL 0omkHbI 3KCnnyaTUpoBaTbCA B COOTBETCTBUU C SKCMNTyaTaUMOHHOMN
OOKyMeHTaumen Ha cpenctea YL. Komnnekc opraHM3aunoHHO-TEXHUYECKUX MEPONPUATUIA MO
obecneyeHunto 6GesonacHoro yHKUMOHMpOBaHMA cpencTs YL pgomkeH ObiTb ykasaH B
aKcnayaTaunoHHOM AOKYMeHTauum Ha cpencTea YLL.

16. Knacc cpepncte 3l1, ncnonbsyembix B cpeactBax YL, Oo/mkeH OblTb He HuMxe
cooTBeTCcTBYtoWero knacca cpencts YL. Knacc cpencts 3l, ncnonbsyembix B cpegcrteax YL,
OO0SKEH BbITb YKa3aH B 3KCnyaTauMOHHOM OOKYMeHTaumn Ha cpeactea Y.

Knacc CK3W, ucnonb3dyembix B cpeacTtBax YU, gonxeH ObiTb He HUXe
cooTBeTcTBytowero knacca cpeacts YL. Knacc CK3W, mncnonb3dyembix B cpeactsax YL,
OO0SKEH ObITb YKasaH B 9KCrnyaTauMOHHOM JOKYyMeHTaunn Ha cpeactea YL,

17. Kaxxgoe TpeboBaHue, npeabasnaemMoe K cpeactesam YL noboro knacca kpome KA1,
nmbo npepbABNAeTCcA K cpenctsam YL, cnegyiouwero knacca 6e3 U3amMeHeHnn (B 9TOM crydae
OHO B nepedHe TpeboBaHuM K cpencteam YL cnepytowero knacca He ykasbiBaeTcA), mbo
y>xectoyaeTcA (B 9TOM criydae B nepedHe tTpeboBaHunin K cpeacTeam YL crnepyrowero knacca
npMBOAMTCA YXecTodyeHHaA dopmynupoBka). TpebosaHuA K cpegcteBam YL cnepytowero
Knacca MOryT cogepXkaTb [OOMOSHUTENbHble TpeboBaHWA, He BXxogAwme B TpeboBaHuA K
cpencteam YL npeabigyuiero knacca.

18. TpebosaHua k MO cpeacts YL

18.1. TpeboBaHuAa onA cpeactB YL, knacca KC1:

- MO cpepcts YL He pomkHO copepXkaTb CpencTs, NO3BONAKOWMX MOOMPULMPOBATL
W nckaxkaTb anroputm paboTbl NporpammHbix cpeacts n AC VL.
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18.2. TpeboBaHuAa gnAa cpeactB YL knacca KC2:

- npuknagHoe MO cpeacts YU n CK3WU, ncnonbsyembix B YL, AOMKHO ncnonb3oBaTb
TONIbKO [OKYMEHTUPOBaHHbIe pyHKUMKM cuctemHoro MO.

18.3. TpeboBaHuAa onA cpenctB YL knacca KC3:

- cuctemHoe n npuknagHoe MO cpencte YL, gomkHO obecnedmBaTb pasrpaHuyeHve
AOCTyrna CWUCTEMHOro agmuHucTpartopa cpeacTts YL, agMuHucTpatopa ceptudukaumm
cpencts YU wn nuu, obecneymBaembiX CUCTEMHbIM agMUHUCTpaToOpoM cpencts YU
noeHTUUUUpyrowen n ayTeHTudunuympyrowen mnHpopmaumen m He ABNAKOWMXCA
agMuHucTpaTopom ceptudmkaumm cpencts YL (manee - nonb3osatenu cpeacts YL), kK
nHpopmauum, obpabatbiBaemon cpeactsamu YL, Ha OCHOBaHMM npaBwui pasrpaHUyeHuA
A0CTyNa, 3afaHHbIX CUCTEMHBIM agMUHUCTPaTopoMm cpencts YL;

- cuctemHoe un npuknagHoe MO cpeacts YL, AOMKHO cooTBeTCTBOBATb 4 YPOBHIO
KOHTPONA OTCYTCTBUA HEAEKTapMPOBaHHbIX BO3MOXXHOCTEMN;

- cuctemHoe u npuknagHoe MO cpepctB YL He [omkKHO copep)kaTb M3BECTHbIX
YA3BUMOCTEN, ONYB6/IMKOBaHHbIX B 0OLEAO0CTYMNHbIX NCTOYHUKAX;

- B cocTaB cuctemHoro u (umnu) npuknagHoro MO cpencts YL pomkeH BxoguTb
MexaHu3mMm, obecneynBaloWmMn O4YNCTKY ONepaTUBHON N BHELUHEN NamATWU, UCNOSb3yemMon AnA
XpaHeHnA NHpopMaumnn orpaHM4EeHHOro AocTyna.

18.4. TpeboBaHua aonAa cpencts YL knacca KB1 cosnapatoT ¢ TpeboBaHMAMKU OA
cpencts YL knacca KCS.

18.5. TpeboBaHuAa onA cpeacts YL, knacca KB2:

- UCXOAHble TEeKCTbl cuctemHoro v npuknagHoro MO cpepcts YL oomkHbI nponTun
NPOBEPKY peanusauum B HUX METOOO0B M CNOCOOO0B 3alnTbl MHopMauuU, NPOTUBOCTOALLUMX
atakam, OnAa nNOAroTOBKM M NPOBEAEHUA KOTOPbIX UCNONb3YOTCA BO3MOXHOCTWU,
nepeyuncneHHble B nyHkTax 9-13 HacToAwmx TpeboBaHun;

- MCXOAHble TEKCTbl CUCTEMHOro n npuknagHoro MO [oMmKHbI NPONTUM NPOBEPKY Ha
OTCYTCTBUE HeOeKNapnpoBaHHbIX BO3MOXHOCTEN;

- cuctemHoe n npuknagHoe MO foMmKHO ObiTb YCTOMYMBO K KOMMBIOTEPHBLIM atakam n3
BHELLUHNX CeTen.

18.6. TpebosaHuAa onAa cpencts YL knacca KA1:

- UCXOOHble TEeKCTbl cuctemHoro v npuknagHoro MO cpepcts YL oomkHbI NponTun
hopmanbHy0 BepudMKaumilo peannusaumm B HAX METOAOB M Crnocob0B 3almTbl MHopMauuu,
NPOTUBOCTOAWMX aTakam, ANA NOArOTOBKU W MPOBEAEHMA KOTOPbIX MCNONb3YHTCA
BO3MOXXHOCTU, NEPEYMCEHHbIE B NyHKTax 9-14 HacToAwmx TpeboBaHUi, a Tak)Ke OTCYyTCTBUA
B HUX He[eKnappoBaHHbIX BO3MOXXHOCTEN.

19. TpeboBaHunAa k AC YLI:

19.1. B cnydae nnaHupoBaHuA pasmeweHna AC VYL, B nomMeweHWAX, B KOTOpPbIX
NPUCYTCTBYET peyeBad akyCTMYecKasa WU BuayasbHaA WMHGOpMauuA, cogepkawlana cBeaeHun,
COCTaBnAlWMe roCcyaapCTBEHHYIO TauHy, U (UIn) YyCTaHOBMEHbI TEXHUYECKUe cpeactsa u
cuctembl npuema, nepegadu, o6paboTKM, XpaHeHUA U oTobpaxkeHuAa uHpopmaumm,
cogep>xawen CBeOeHUA, COCTaBNAlWME rOCYyOapCTBEHHYIO TanHy, TeXHUYeckKue cpeacTtsa
WHOCTPAHHOro Npou3BOACTBa, BxogAwme B coctaB cpeacts YL, nomkHbl 6biTb NOABEPrHYThHI
nposBepkam MO BbIABMEHUIO YCTPOWCTB, NpefHa3Ha4yeHHbIX ANA HEernacHoro nosyyYeHunaA
MHOopMaLUK, a TakxXe UCcrneaoBaHMAM Ha COOTBETCTBME TpeboBaHMAM MO 3auTe OT YTEeUKU
MHpopmMaumMn No KaHanam Mo6OYHbIX 3ANIEKTPOMArHUTHbIX WU3JYyYEHUW N HaBOOOK B
COOTBETCTBUN C KaTeropmen BblOeIEHHOro NOMELLEHUA.

19.2. TpeboBaHuna aona cpencts YL knacca KC1:

- NPOBOOMUTCA MpoBepka COOTBETCTBMA peanusaumn uenesbixX pyHkuun YLI Ha ocHoBe
cuctembl TectoB AC VL.

MHdopmaunsa 06 nameHeHnsax:
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19.3. Tpe6oBaHua pnAa cpepcte YU knaccos KC2, KC3 un KB1 cosnapaioT c
TpebosaHmamn gna cpencte YL knacca KC1.

MHdopmauna 06 nameHeHnax:
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19.4. TpeboBaHuAa onAa cpeacts YL knacca KB2:

- B cpenctBax YU pomxkeH ObiTb peanu3oBaH MexXaHU3M KOHTPOAA BXOOALWMX
MHMOPMALMOHHbLIX MOTOKOB B UEeNAX BbIABIEHNUA HaNM4YuA [aHHbIX, aKTUBUPYIOLWMX
HeOeKnapupoBaHHble BO3MOXHOCTU AC;

- B cocTase cpeacTs YL anA BbINONHEHWA (PyHKUMI ynpaBneHua kiatodamm 3 fonxKHbI
ncnons3osaTtbcA otaenbHble CK3W Ha 6a3e BbioeneHHbiX annapaTHbix nnatgopMm. [JaHHble
CK3W He pomkHbl aKennyaTMpoBaTbCA COBMECTHO C APYrMM NporpamMmmHbiM obecrnedyeHmem, He
BxoaAawmM B coctaB CK3W, B ogHon cpeae (hyHKUNMOHMPOBaHUA.

MHdopmauma 06 naMeHeHunAX:
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19.5. TpeboBanua aona cpencts YL knacca KA1:

- npoBefeHue crneunanbHON MPOBEPKM TEXHUYECKUX CPEenCTB WHOCTPAHHOro
npounsBoacTtea, BxogAwmx B coctaB AC VYL, B uenAx BblABNEHUA YCTPOWNCTB,
npegHa3Ha4YeHHbIX ANA HernacHoro nosy4eHna nHpopmaunuy;

- MpoBedeHue UuCCNefoBaHMA HanuumAa HepeknapuvpoBaHHbIX BO3MoXHocTen AC,
BHECEHHbIX Ha 3Tane paspaboTKM N U3roTOBMAEHUA 3NEKTPOHHOW KOMMOHEHTHOM 6a3bl, a
TakXXe Ha 3Tanax paspaboTku M NPoOM3BOACTBA CPEACTB BbIYUC/IUTENBHON TEXHUKU Ha ee
OCHOBE;

- npoBegeHve nosnHou sBepudpmnkaumm AC (COBMECTHO C aHanmn3oM MpPorpaMMHoOro Kopa
BIOS), Ha KoTopbix peanuaytotca cpenctea YL, ¢ Uenbio UCKYEHA HeaeKnapmpoBaHHbIX
BO3MOXHOCTEMN.

20. TpeboBaHMA K posieBOMY pasrpaHNYeHnIo:

20.1. OnAa ob6ecne4vyeHna BbinonHeHUA QyHKunn YL, cpepctBa YL AonXHbI
noaaep>XXuBaTb POSIEBOE pasrpaHNYeHne YeHOB rpynnbl agMUHUCTPaTopoB cpencTs YL,

20.2. TpeboBaHua ona cpencts YL, knacca KC1:

- DOMKHbI ObITb OrpefenieHbl CNUCOK posien U pacnpeneneHne o6A3aHHOCTen mexay
ponAmu;

- CMUCOK ponien n pacnpegeneHne 06A3aHHOCTEN MexXOy PONAMUM O0SMKHbl OblTb
yKasaHbl B 9KCMnyaTaumoHHON AOKYMEeHTaumm Ha cpenctsea YL,

20.3. TpebosaHnna pna cpencts YL, knacca KC2 cosnapgaioT ¢ TpeboBaHMAMM OnA
cpenctB YL, knacca KC1.

MHdopmauma 06 namMeHeHnax:
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20.4. TpeboBaHua ona cpencts YL, knacca KC3:
- cpeacTea YL nomkHbl noanepXmearth cnenytowme obasartenbHble Ponu:
1) cucTeMHOro agMmHUcCTpaTopa C OCHOBHbIMM 06A3aHHOCTAMWU WHCTaNAAUUK,
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KOHUrypaumm n noponep>xXkm gyHkuuoHnposaHua cpencts YL, cospmaHnA v nogaepxkku
npochunen 4yneHoB rpynnbl agMmuHUCTpaTopoB cpeactB YL, koHdwurypauum npocumna wu
napameTpoB XypHana ayouTa;

2) agMuHuUCcTpaTopa cepTudukauum C OCHOBHbIMM 06A3aHHOCTAMMW: CO3JaHue W
aHHyNIMpoBaHue cepTUdMKaTOB Kitoven nposepku 3,

- B cpencteax YL, oomkeH 6biTb peann3oBaH MeXaHu3M, UCKHYaoWmnii BO3MOXXHOCTb
aBTOpM3auuM OOHOrO YfeHa U3 rpynnbl agMuHUcTpaTopoB cpeacts YL, onAa BbinonHeHuA
pasnnyHbLIX PONewn;

- OO/MKHA ObITb UCK/OYEHa BO3MOXHOCTb XULEHUA KIKOYEBOW WMHopMaunn 4YieHoM
rpynnbl aAMUHUCTPATOPOB;

- KonupoBaHue knw4deBon uHpopmaumn CK3W pomkHO O6biTb peanu3oBaHo B
3awuLeHHOM (3awndpoBaHHOM) BUAE.

20.5. TpeboBaHuAa anAa cpencts YL knacca KB1:

- cpenctea YL, pomkHbl obecneymBatb Hanmume o06A3aTeNnbHOM pPonAn onepaTtopa C
OCHOBHbIMU 06A32HHOCTAMU MO PE3EPBHOMY KOMUPOBAHUIO N BOCCTAHOBEHWIO.

20.6. TpeboBaHma pnAa cpeacts YL, knacca KB2 cosnapatoT ¢ TpeboBaHuMAMM AON1A
cpencts YL knacca KB1.

20.7. TpeboBaHua anAa cpeacts YL, knacca KA1:

- cpenctea YL, nomkHbl obecrneymBaTb Hannume obAsaTesibHOW ponn agMuHucTpaTopa
ayauTa C OCHOBHbIMM 06A3aHHOCTAMW: NMPOCMOTP M NOAAEPXKKA XypHana ayauTa;

- CUCTEMHbBIN aAMUHNUCTPATOP HE AO/MKEH MMETb BO3MOXXHOCTU BHOCUTb U3MEHEHMA B
XXypHan ayauTta.

21. TpeboBaHuA K LenoCcTHOCTU cpeacTs YL:

21.1. CpeanctBa YL 0omkHbl cogep)xaTb MEXaHU3M KOHTPONIA HECaHKUVMOHUPOBAHHOIO
CNy4YamHoro u (Unm) npeaHamepeHHOro WUCKaXKeHWA (M3MEHeHuA, Moaudomkauumm) m (Mnu)
paspyweHna nHgopmMaumn, nporpaMmMHbix cpeacts n AC VYL, (manee - mMexaHM3M KOHTpPOA
LEeNOCTHOCTK).

MHdopmauma 06 namMeHeHnAX:
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21.2. TpeboBaHua ana cpeacts YL, knacca KC1:

- TpeboBaHNA K MexXaHU3My KOHTPOSA LEeSIOCTHOCTU AO/MKHbI OblTb yKasaHbl B T3 Ha
paspaboTky (MogepHm3aumo) cpencts YL;

- DOMKeH BbITb ONpeneneH Nepnoa KOHTPOAA LEeNoCTHOCTM NporpaMmHbix cpeacts u AC
YL v ykasaH B aKcrnsyaTauMoHHOM JOKYyMeHTaunn Ha cpeactea YL;

- KOHTPO/Ib LLEeNIOCTHOCTU NpOorpamMmHbIX cpeacTs YL AO/MKeH BbINOMHATLCA NPU KaXkaoM
cTapTe (OYHKUMOHMPOBAHUA YyKa3aHHbIX CPeAcTB, a KOHTponb uenoctHoctn AC YL, - npum
KaXX[on nepesarpys3ke onepaumoHHon cuctemsl (ganee - OC);

- DOMKHbI UMETbCA CpeacTBa BOCCTAHOBIEHMA LLENOCTHOCTU cpeacTB YL;

- BEPOATHOCTb OWMOKN KOHTPONA LENOCTHOCTU HEe AO/MKHa NPEeBbIlaTb aHanorMyHom
BEPOATHOCTY As1A ucnonb3yembix CK3W.

21.3. TpebosaHua gna cpencte YL, knacca KC2 cosnapgaioT ¢ TpeboBaHuAMU OnA
cpencts YL knacca KC1.

21.4. TpeboBaHua ana cpeacts YL, knacca KC3:

- KOHTPOJb LeNOCTHOCTM OOIKEH BbINOSIHATLCA HE peXke OAHOro pasa B CyTKMW.

21.5. TpeboBaHuAa anAa cpeacts YL knacca KB1:

- KOHTPOSb LeSIOCTHOCTM OO/MKEH BbINOMHATLCA A0 3arpy3kun OC cpeacts YL

MHdopmaumsa 06 nameHeHnAX:
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21.6. TpeboBaHuAa onAa cpeacts YL knacca KB2:
- KOHTPO/b ULENOCTHOCTU [AO0NXEH OCYWecTBAATbLCA OUHaAMUYECKWU Npwu
PyHKLUMOHMpPOBaHK cpeacTs YL,

MHdopmauma 06 naMeHeHunAX:
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21.7. TpebosaHnAa pna cpegcts YL knacca KA1 cosnapgatoT ¢ TpeboBaHuAMKM AONA
cpencts YL knacca KB2.

22. TpeboBaHUA K yrnpaBfieHUO OOCTYNOM:

22.1. CpegcTtea YL ponmkHbl obecneynBaTb ynpasneHne OCTYMNOM.

22.2. TpeboBaHua ana cpeacts YL, knacca KC1:

- OO/MKHbI ObITb ONpeaeneHbl TpeboBaHMA K yrpaBieH o AOCTYNOM M yKasdaHbl B T3 Ha
pa3paboTKky (MogepHmM3aumio) cpencTs YL.

22.3. TpeboBaHua pna cpencts YL, knacca KC2 cosnapgaloT ¢ TpeboBaHuAMU OnA
cpencts YL knacca KC1.

22.4. TpeboBaHuAa ana cpeacts YL, knacca KC3:

- B YLl ponxeH obecneumBaTbCA ANCKPELMOHHBIW NPUHLMMI KOHTPONA JocTyna.

22.5. TpeboBaHnAa ona cpencts YL knacca KB1 cosnagaiwT C¢ TpeboBaHuAMM OnA
cpencts YL knacca KCS.

22.6. TpebosaHuAa anAa cpencts YL knacca KB2:

O0JIKHO 6bITb 06ecnevyeHo co3naHne 3amkHYTOM paboyer cpenpbl ! cpeancts YL

1 MporpammHanA cpefa, KOTopaA AOMNYyCKaeT CyWeCTBOBaHME B Hel TONbKO OMKCMpPOBaHHOro Habopa
CyO6bEKTOB (Mporpamm, NpoL,eccoB).

22.7. TpeboBaHua anAa cpeacts YL knacca KA1:
- B YLl ponkeH obecneumBaTbCA MaHAATHbBIA NPUHLMN KOHTPONA OOCTYNa;
- onAa BBogda knwoya Il agMunHUcTpaTopa cepTudukaumm TpebyetcA He MeHee ABYX

OOBEpPEeHHbIX TN 2.

2 Jlnua, asnawowmeca vneHamm rpynnbl agMMHNCTPATOPOB CpencTs YLl n 3aBegomo He AsnAlowmecsa
HapywunTenamu.

23. TpeboBaHUA K MaeHTUPMKaUMN N ayTEHTUUKALMN:

23.1. VlgeHTndmkauma v ayTeHTUUKauma BKAOHaT B cebA pacno3HaBaHue
nons3oBartenA cpencTts YL, yneHa rpynnbl agMuHucTpaTopoB cpencte YL wmnu npouecca w
NPOBEPKY MX MOANMHHOCTU. MexaHu3m ayTeHTUmKaumm gommkeH 61okupoBaTb OOCTYN 3TUX
cy6bekToB K (oyHKUMAM YL npn oTpuuaTenbHOM pedynbTate ayTeHTugunkauum.

23.2. B cpeactBax YL, pnAa nobor peann3oBaHHOW npouenypbl ayTeHTudukauum
OOMKEH ObITb NPUMEHEH MEXaHM3M OrpaHUYEeHWA KONMMYECTBa Crneayrowmux noapan nonbiToK
ayTeHTUuKaumm ogHoro cybbekTa AOCTyna, YNCNO KOTOPbIX HE A0/MKHO 6biTb 6onblie Tpex.
[Mpn npeBbiWeHNN Yucna cnegylowux noapAa MonbITOK ayTeHTUduKaumm ogHoro cybbekTa
A0CTyna YCTaHOBMIEHHOro npefenbHOro 3HavyeHuA [JOCTyn 3Toro cybbekta pocTyna K
cpencteam YL, gommkeH 6biTb 3ab6N10KMPOBaAH Ha MPOMEXYTOK BPEMEHU, KOTOPbIN yKa3biBaeTCcA
B T3 Ha pa3paboTky (MoaepHu3aumio) cpencts YLI.
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23.3. TpeboBaHua ona cpencts YL, knacca KC1:

- onucaHue npoueaypbl pernctpaumm nonb3osatenen cpeacts YL (BHeCceHNA OaHHbIX B
peecTp nonb3oBaTtenen cpencts YL) A[0MKHO copgep)xaTbCA B 3KCMAyaTauMOHHOMN
OOKYMeHTaummn Ha cpeactea YL,

- ONA BCEeX vu, OCYLWeCTBAAWMX OocTyn K cpegcteam YL, pomkHa npoBoguTbeA
ayTeHTucdpukauma. lNpu 3ToM ponyckaeTcA OrpaHMYMTbCA WUCNOMb30OBaHWEM AnA
ayTEHTUGMKALMN TONbKO CUMBOJSIBHOrO NEPUOANYECKN U3MEHAIOLLErocA NaponA U3 He MeHee
Yyem 8 CMMBOSIOB NMPW MOLWHOCTW andasuTta He MeHee 36 cumBOMOB. [lepuon M3MeHeHUA
naposiA He JoMmKeH 6bITb 6oMblie 6 MecALEB.

MHopmauma 06 naMeHeHunAX:
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23.4. TpeboBaHuAa ana cpeacts YL, knacca KC2:

- HeoOXOAMMOCTb MpeabAB/eHMA nonb3oBatenem cpencte YL, npu ero peructpauuu
OOKYMEHTOB, YOOCTOBEPAKOWUX JIMYHOCTb, OO/HKHA OblTb OTpaXkeHa B 3KchjyaTauMOHHOMU
OOKyMeHTauuun Ha cpeactea YL,

- AnA Bcex nosnb3oBaTtenen cpencts YL gonyckaeTcA ucnonb3oBaHWE MeEXaHU3MOB
yhDaneHHon ayTteHTudpukaumm. CneuunanbHble XapakKTEPUCTUKN MEeXaHU3MOB YOaNeHHOM
ayTeHTUUKaumMm L[OMKHbI OblTb MNOATBEPXAEHbl B pamkKax NpoBeAeHUA MNpOBEpKU
cooTBeTCcTBMA cpencTB YL n 06BbEKTOB MHopMaTn3aumm, NCNOMb3yOWUX AaHHbIE CPeacTBa,
HacToAwmMM TpeboBaHNAM;

- NPV OCYLLLECTBIIEHUM NTIOKasNbHOro gocTtyna K cpegcrteam YL ayTeHTudmkauma yneHos
rpynnbl agMuHUCTpaTopoB cpeacts YL momkHa BbINONHATLCA OO0 nepexoga B paboyee
coctoAHne aTux cpencts YU (Hanpumep, po 3arpy3km 6asoson OC) nm ¢ npuMeHeHueMm
MexXaHu3ma MHOroakTOPHOW ayTeHTudpukauuum, MCNoNb3ylwWero annapaTHblie
naeHTUUKaTopbl.

23.5. TpeboBaHuna gnAa cpencts YL, knacca KC3:

- B cpencteax YL pomkeH GbITb peann3oBaH MexaHu3M ayTeHTUdukauum nokanbHbIX
nonb3oBaTtenien, MmewWwmMx OOCTyn K cpencteam YL, HO He BxogAwMx B COCTaB rpynmbl
agMunHuUcTpaTopos cpeacTs YLL.

23.6. TpebosaHua anAa cpencts YL knacca KB1:

- MpY OCYLECTBIEHMN yAaneHHoro goctyna K cpegcrteam YL mcnonb3oBaHne TONbKO
CUMBO/MIBHOrO Naposii He [OonyckaeTCA, OO0JIXKHbl UCNONb30BaTbCA MeXaHU3Mbl
ayTeHTUGUKaLMN HA OCHOBE KPUNTOrpagouyeckmx npoToKOI0B.

23.7. Tpeboeanua pna cpepcts YL knacca KB2 cosnapatot ¢ TpeboBaHuAMKM aOnA
cpencts YL knacca KB1.

23.8. TpeboBaHuAa anAa cpeacts YL knacca KA1:

- B cpenctBax YU ona noboro peann3oBaHHOro MexaHuama ayTeHTUdukaumm gomkHa
6bITb peanu3oBaHa BO3MOXHOCTb YCTAHOBKM MNpeaenbHO [ONYyCTUMOro KONmMyecTBa
cnepyowmx noapAn nonbiTOK ayTeHTudukauum ogHoro cybbekTa [ocTyna v yCTaHOBKU
BpemMeHn 6N0KMPOBKK [oCcTyna K cpeacteam YL Ha mecTax nx akcnayatauum.

24. TpeboBaHUA K 3aWwuTe AaHHbIX, NOCTYNaKoWmX (3KCnopTupyemsbix) B (13) YLI:

24.1. CpepgctBa YL pomkHbl obecneymBaTb [OBEPEHHbIN BBOA, CaMOMOAMNMCaHHOro
cepTudmnkaTa kntoda nposepku Ol.

24.2. TpeboBaHnAa gna cpencts YL knacca KC1:

- cpeactBa YL pomkHbl obecneymBaTth nepefady OaHHbIX, cogepxXawmx nHgpopmaumio
OorpaHuyeHHoro poctyna, noctynawowmx B YL, m akcnoptupyembix u3 YL, cnocobom,
3awmileHHbim ot HC;

- B cpeacteax YL pomkHa 6bITb peanusoBaHa npouenypa 3awmTbl OT HaBA3bIBAHWUA
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JTOXKHbIX COOOLLEHUN 1 X

- TpeboBaHMA K npouepype 3awuTbl OT HaBA3bIBAHWA JOXHbIX COOOLLEHUNA
yKasbiBatoTcA B T3 Ha pa3paboTKky (MogepHu3aumio) cpeacts YL,

L HaBAa3sbiBaHMe NOXKHOro coobLeHnA npencrtasnAeT coboil AencTBMe, BOCMPUHMMAEMOe y4acTHUKaMU
3/IEKTPOHHOr0 B3aMmogencTBua wnm cpeactBamu YL kak nepepada WMCTMHHOMO COOBLLEHUA CMOCO60M,
3awmiieHHbiM ot HC[.

MHdopmauna 06 nameHeHnax:
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Cm. npeabiayLyyro peaakuymo

24.3. TpeboBaHuAa ana cpeacts YL, knacca KC2:

- cpeactea YL pomxHbl obecrnieymBaTb 3alWmMTy MepBOHaYasbHOro 3anpoca Ha
cepTudpmkat Krtoda nposepku IlT;

- cpeactea YL pOomkHbl NpUHMMaTb KPUTUYHYKO OnA (PyHKUMOHUpoBaHuA YL
MHopMauuIo, TONbKO ecnn oHa nognucaHa 3l

- B cpeactBax YL pomkeH 6biTb peann3oBaH MeXaHW3M 3aluTbl OT HaBA3bIBAHWUA
NOXXHbIX COOOLLEHNA HAa OCHOBE WUCMONb30BaHUA cpeacTB 31, nonyymslINX NOATBEPXAEHUE
COOTBETCTBMA TpeboBaHNAM K cpeacteam I, Knacc KOTOPbIX COOTBETCTBYET Kfaccy CpeacTs
YL;

- B cpenctBax YL, pomkeH 6bITb peann3oBaH MEXaHN3M 3alMTbl AaHHbIX NPy nepepaye
UX Mexay uU3nyYecku pasfeneHHbIMM KOMMOHEHTaMu Ha ocHoBe ucnonb3oBaHuA CK3W,
KJlacc KOTOpbIX He HMXe Knacca cpeacTts YL,

MHopmauma 06 naMeHeHnAX:
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Cm. npeabiayLyyro peaakuymo
24.4. TpebosaHna pna cpencte YL, knaccos KC3, KB1, KB2 n KA1 cosnapatot ¢
TpeboBaHuamn ona cpencte YL knacca KC2.
24.5. Y1paTtun cuny ¢ 11 auBapa 2021 r. - [pukas ®CB Poccum oT 4 gekabpa 2020 r. N
555

WNHdopmaumna 06 N3MeHeHnAX:
CMm. npeabigyLuyto peaakumio
24.6. YTpaTtun cuny ¢ 11 auBapa 2021 r. - [pukas ®CB Poccum oT 4 nekabpa 2020 r. N
555

NHdopmaumna 06 n3MeHeHnAXx:
CMm. npeabigyLLyto peaakumio
25. TpeboBaHuA K pernctpauum cobbiTUN:
25.1. basosaa OC cpencts YL pomkHa nopoepxuBaTb BeAeHWe XXypHana ayauTta
CUCTEMHbIX COObITUN.

MHdopmauma 06 naMeHeHunAX:

lMognyHKT 25.2 usmeHeH ¢ 11 anBapa 2021 r. - [Npukasz @CH Poccum ot 4 gekabpa 2020r. N
555

Cm. npeabiayLyyro peaakuymro
25.2. TpeboBaHuna gna cpencts YL knacca KC1:
- B cpeactBax YL, gonkeH 6biTb peann3oBaH MexaHuU3M, NMpoM3BOSALLNA BbIGOPOYHYIO
perucTpauuio cobbITUM B XXypHane ayamTa, CBA3aHHbIX C BbiNOAHeHNEM YL cBonx hyHKLUNIA;
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- CMUCOK perncTpupyembix cobbITUA O0/MKEH copep)XaTbCA B 3KcnayaTauuMOHHOW
OOKyMeHTauuun Ha cpeactea YL,

- CNUCOK PErucTpmpyeMbIX COObITUI AO/MKEH BKAOYaTb (PakTbl (MOMbITKN) N3MEHEHWA
CUCTEMHOro BpemeHu cpencTs YL,

25.3. TpebosaHnAa pna cpeactB YL knacca KC2 cosnapgatoT ¢ TpeboBaHuAMKM AONA
cpencts YL, knacca KC1.

MHdopmaumsa 06 n3mMeHeHnAX:
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CMm. npeabigyLLyto peaakumio

25.4. TpeboBaHuAa anAa cpeacts YL knacca KC3:

- OO/MKHbI ObITb MPUHATLI Mepbl OBHAPY>XXEHUA HECaHKUWOHUPOBAHHLIX W3MEHEeHWUI
)XypHana ayguTta.

25.5. Tpeboeanuna pna cpepcte YL knacca KB1 cosnapgatot ¢ TpeboBaHuAMKM ONA
cpencts YL knacca KCS.

25.6. TpebosaHna ona cpencts YL, knacca KB2:

- OO/MKHbI OblTb MPUHATbI Mepbl OBHAPY>XXEHUA HECAHKUWOHUPOBAHHbIX W3MEHEeHWUI
Ka>K[A0M 3annucu B XXypHane aygura.

25.7. TpeboBaHua anA cpeacts YL knacca KA1:

- XXypHan ayamTa OO/MKeH ObiTb A0CTYNEH TOMbKO agMUHUCTPAaTOpy ayauTta, KOTOpbIn
MOXET OCYLLECTB/ATb TO/IbKO €ro NPOCMOTP, KOMMPOBaHME U MOJSIHYIO O4UCTKY. [locne ouncTKu
nepBoOM 3anucbid B XXypHane ayguta [OO/DKEH aBTOMaTUYECKU perucTpupoBaTbCcA akT
OYUCTKN C YyKasaHnem gatbl, BpeMeHU 1 MHpopmauum o nvue, Npon3sBoamMBLIEM Onepauumio.

26. TpeboBaHVA MO HAAEXXHOCTU N YCTONYNBOCTU (PYHKUMOHUPOBaHUA cpeacTB YLL:

26.1. JomkHbl 6bITb onpeaeneHbl TpeboBaHWA MO HaOeXHOCTU WU YCTOMYMBOCTU
dyHKUMOHMpOoBaHMA cpeacTB YL n ykasaHbl B T3 Ha pa3paboTky (MOAEpHU3aLMIo) CPpeacTs
VL.

26.2. TpeboBaHunAa gnAa cpencts YL knacca KC1:

- MPOBOAUTCA pacyeT BepoATHOCTU cboeB n HeucnpasHocTen AC YL, npusogAwmx K
HeBbINOMHeHMIO YL cBoUX (PyHKUNN.

26.3. TpeboBaHua ona cpencts YL, knacca KC2:

- NO/HKHO OCYLEeCTBNATLCA TECTUPOBAHME YCTOMYMBOCTU (DYHKLMOHUPOBAHNA CPeaCcTB
yu.

26.4. TpeboBaHua ona cpencts YL, knacca KC3:

- DOMKHbI ObITb onpeneneHbl TpeboBaHUA MO BPEMEHU BocCTaHoBNeHuA cpeacts YL
nocne c6oAa n ykasaHbl B T3 Ha pa3paboTky (MoaepHu3aumio) cpencts YL;

- Mepbl U CpeacTBa MOBLIWEHUA HAOEeXHOCTU U YCTOMYMBOCTU (PYHKLMOHMPOBAHUA
cpencts YL nomkHbl cogepykaTb MexaHn3mbl KBOTUPOBaHWA pecypcoB cpeacTts Y.

26.5. TpebosaHna ona cpencts YL, knacca KB1:

- BEpoATHOCTb cboeB n HeucnpaBHocTen AC YL, npmBogoAawmx K HeBbINOAHEHUO YL
CBOMX (PYHKUMA, B Te4YeHne CYTOK He OOSHKHa npeBbiwaTb aHanorMyHon BEpOATHOCTU AnA
ncnonbdyembix CK3W.

26.6. TpeboBaHuAa ona cpencts YL, knaccos KB2 n KA1 cosBnagatoT ¢ TpeboBaHUAMMU
onAa cpencts YL knacca KB1.

27. TpeboBaHuA K KNo4yeson nHdopmMaumun:

27.1. TopAgoK co3daHnA, MCNOMb30BaAHWA, XPaHEHWA U YHUYTOXEHWA KIo4eBOU
nHopMaumm onpepenAeTcA B COOTBETCTBUM C TpebOBaHUMAMWU 3IKCMyaTaunOHHOW
AOKyMeHTaumn Ha cpeactea Ol n nHole CK3W, ncnonssyemoble cpeacrsamm YL,

27.2. Cpok peunctema knoya Ol cpeactsa 3, ucnonb3yemoro cpencrtsamu YL,
AOMKEH COOTBETCTBOBATb TpeboBaHNAM, YCTAaHOBNEHHbIM K cpeacTasam M.
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MHdbopmauma 06 naMeHeHunAX:
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CwMm. npeabiayLLyto peaakumio

27.3. TpeboBaHua ana cpeacts YL, knacca KC1:

- He ponyckaeTcA KonMupoBaHme uWHGOpPMaUUN KIOYEBbIX LOKYMEHTOB
(kpnTOrpadnyeckux Knoyen, B ToM vucne knwyden 3M) Ha HoCcUTenu (Hanpumep, XXeCTKUN
ANCK), He ABMAKWMECA KIOYEBbIMU HOcUTENAMU, 6e3 ee npeaBapuTEsNibHOro WngpoBaHma
(koTOpOE [OMMKHO OCYLWECTBNATbLCA BCTPOEHHOW yHKUmen wucnonb3dyemoro CK3W).
KonvpoBaHne KNioYeBbIX AOKYMEHTOB AO/HKHO OCYLECTBNATLCA TOMbKO B COOTBETCTBUUN C
aKcnyaTaunmoHHON AOKYMeHTauuen Ha ncnonsdyemoe CK3WU;

- kKmoun 3, ucnonb3yemble OnA NOANUCU cepTUdUKaToB Knwoyen nposepkn Il u
CMUCKOB YHUKasbHbIX HOMEPOB CepTUMKaToB KNtoyen nposepkn Ol1, nencTene KOTopbIX Ha
onpefeneHHbln MOMEHT 6bino npekpaweHo YL oo ucrteyeHmAa cpoka ux gencrteua (panee -
CMNCOK aHHYIMPOBaHHbIX cepTumnkaToB), a Takxe kKnoum 3l, ncnonb3yemole Osa noanmncu
METOK AOBEPEHHOr0 BPEMEHU HE A0MKHbI UCMOMb30BAaTLCA HU ANA KaKUX UHbIX Lenen;

- CPOKM OEencTBUA BCEX KJOYEeW [OO/MKHbl ObiTb YyKasaHbl B 3KCMayaTauMoOHHOM
OOKyMeHTaummn Ha cpeactea YL.

27.4. TpeboaHuAa anAa cpencts YL knaccos KC2 n KC3 cosnapatot ¢ TpeboBaHnAMN
anAa cpencts YL knacca KC1.

27.5. TpeboBaHua anAa cpeacts YL, knacca KB1:

- OO/MKHbl OblTb MNPUHATbHI OPraHM3auVOHHO-TEXHUYECKUE MEpPbl, UCKIYawwme
BO3MOXHOCTb KOMMpomeTauun knwda 31, mucnonb3yemoro AnA noanucun ceptudumkaTos
knoyen npoBepkn A1 M CNMCKOB aHHYNMPOBaHHbLIX CepTUdPUKATOB, MpU KOMMpoMeTauuu
KI0YEeBOW MHGbOpMaLUK, OOCTYNHON OAHOMY NunLy.

MHdbopmauma 06 naMeHeHunsAX:
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CwMm. npeabigyLLyto peaakuymio

27.6. TpeboBaHuAa anAa cpeacts YL knacca KB2:

- knoun M, ncnonb3yemble OfA NoAonNMcU cepTuUdUKaTtoB Koden nposepku 3l,
CMNCKOB aHHYJIMPOBaHHbLIX CEPTUPMKATOB M METOK [OBEPEHHOr0 BPEMEHWN, OOKHbI
reHepupoBaTbCA, XPaHUTLCA, MCNONb30BaTLCA N YHUYTOXKATbLCA B cpenctaee Al;

- OOJDKHbl ObITb MNPUHATBHI OPraHM3auVOHHO-TEXHUYECKUE Mepbl, UCKYawLlme
BO3MOXXHOCTb KOMMNpomeTaumm knwoda 3l, mncnonbdyemoro AnA noanucu cepTudukaTos
knoyen nposepkn Ol M CNMCKOB aHHYNMPOBaHHbLIX CEPTU(UKATOB, MPU KOMMpoMeTaumnu
KNto4eBOM MHopMaumm, AOCTYNHOM OBYM Nivuam.

27.7. TpeboBaHna anAa cpencts YL, knacca KA1:

- OO/DKHbl OblTb MNPUHATBHI OPraHM3auVOHHO-TEXHUYECKUE Mepbl, UCKYawLlme
BO3MOXXHOCTb KOMMNpomeTaumm knwoda 3l, mncnonb3yemoro AnA noanucu cepTudukaTos
knoyen nposepkn Ol M CAMCKOB aHHYNIMPOBaHHbIX CEPTU(PUKATOB, MPU KOMMpOMETaumnu
KI04eBOW MHAPOpMaLMK, OOCTYNHOW TPEM Nnuam.

28. TpeboBaHMA K pe3epBHOMY KOMUPOBaHMIO U BOCCTAHOB/IEHMIO paboTOCNOCOBHOCTHU
cpencts YL

28.1. Cpegctea YL pgomkHbl peanu3oBbiBaTb (PYHKUUM PE3EPBHOrO KOMUPOBAHUA U
BOCCTAHOBNEHNA Ha cnydan nospexgeHnAa AC n (wnm) uHdopmauum, obpabaTbiBaemoWn
cpeacteamn YL. B xoge pesepBHOro KonupoBaHWA AO/MKHA OblTb UCKIOYEHA BO3MOXHOCTb
KOMMPOBaHNA KPUNTOrpagouyeckmx Koyen.

28.2. TpebosaHua ana cpencts YL, knacca KC1:
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- AAHHbIe, COXPaHEHHbIE MPU Pe3epBHOM KOMMPOBaHUN, O0MKHbI 6bITb OCTATOYHbI ANA
BOCCTaAHOBNEHNA (OYHKUMOHMpOBaHWA cpencte YL, B cocToAaHue, 3adhMKCUPOBAHHOE Ha
MOMEHT KOMUPOBaHUA.

28.3. TpebosaHuAa anAa cpencts YL knaccos KC2 n KC3 cosnapatot ¢ TpeboBaHnAMMN
ana cpencts YU knacca KC1.

28.4. TpeboBaHuAa anA cpencts YL knacca KB1:

- OO/MKHbI OblTb MPUHATbI Mepbl OOHAPY>XXEHUA HECAHKUWOHUPOBAHHbIX W3MEHEHWUI
COXPaHEHHbIX AaHHbIX;

- DOMKHbI BbITb onpeaeneHbl TpeboBaHMA NO BPEMEHW BOCCTaHOB/IEHUA U yKa3aHbl B T3
Ha pas3paboTky (MogepHm3aumio) cpencts YL, v B aKcnnyaTaunMoOHHOM [OKYMEHTauum Ha
cpenctea YL

28.5. TpeboBaHuAa anA cpencts YL knacca KB2:

- coxpaHAemaa npu pe3epBHOM KOMUPOBaHMM 3awmiaemMan WHopMauma O0SKHA
COXPaHATLCA TONbKO B 3aWM(poOBaHHOM BMAE.

28.6. TpeboeaHua pna cpencte YL knacca KA1 coBnagatoT ¢ TpeboBaHuAMKM AnA
cpencts YL knacca KB2.

29. TpeboBaHVA K CO30aHUIO N aHHYTIMPOBaHUIO CepTUUKATOB KNtoyen nposepkn 3l 1:

MHdopmauna 06 nameHeHnax:
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Cm. npeabiayLyyro peaakuymo
29.1. [pOTOKONbI CO3AAaHNA N aHHYIMPOBAHNA CePTUEMKATOB KItoYern nposepkn 3l a
TakXXe cxema nepegayv 3afABfeHnA Ha co3faHne ceptudukara knoda nposepkn Sl [OMKHbI
ObITb OMMCaHbl B 3KCNyaTaunoHHON AOKYMeHTauun Ha cpenctea YL.
29.2. Cos3paBaemble YL ceptudukaTtbl knwyen nposepku Il U cnucku
aHHYNNPOBAHHbIX CepTUdUKATOB [OMXKHbI COOTBETCTBOBATb MEXAYHaAPOAHbIM

pekomeHpgaumam ITU-T X.5091 (banee - pekomeHgauum X.509). Bce nonAa v OonosiHeHuA,
BK/IlOYaeMble B cepTudukart knwyen nposepkn Il M CAMCOK aHHYIUPOBaAHHbIX
cepTndunKaTos, OO0MKHbI ObITb 3anofiHeHbl B COOTBETCTBUM C pekoMeHpaunAmu X.509. lMpu
NCNONb30BaHUM anbTepHaTMBHbLIX hOPMaTOB cepTUmnKaToB Ktoden nposepkn A OoMKHbI
ObITb onpeneneHbl TpeboBaHMA K MPOTOKOMaM CO30aHUA U aHHYMPOBAHWA CepTUUKATOB
kntoyen nposepkn Al 1 ykasaHbl B T3 Ha pa3paboTky (MogepHusauuio) cpeacTts YLL.

1 ITU-T Recommendation X.509. Information technology - Open systems interconnection - The Directory:
Public-key and attribute certificate frameworks. 2008. http://www.itu.int/rec/T-REC-X.509-200811-i.

29.3. Cpenctea YL pnomkHbl peann3oBbiBaTb NPOTOKOS aHHYIMPOBaHMA cepTudukaTa
Kntoya nposepkun 3l ¢ MCNONb30BaHMEM CMUCKOB aHHYTMPOBaHHbLIX CEPTUGUKATOB.

29.4. [lonyckaeTcA peanusaumA NPOTOKONOB aHHynmpoBaHuA 6e3 MCcrnonb30oBaHuUA
CMCKOB aHHYNMPOBaHHbIX cepTudumnkaTos, TpeboBaHUA K KOTOPbIM AO/MKHbI 6bITb YKasaHbl B
T3 Ha pa3paboTky (MogepHu3auuto) cpeacts YL,

29.5. TpeboBaHna ona cpencts YL, knacca KC1:

- B cpencteax YU pomkHa 6biTb peanusoBaHa (PyHKUMA N3roTOBMEHUA cepTudukaTa
knova nposepkn 3l Ha 6ymarkHOM HocuTene. lopAOok BblgauM cepTudmkaTa Kioya
npoeepkn 3Ol Ha OymakHOM HOcUTene, a TakXe npouenypa KOHTPONA COOTBETCTBUA
cepTudmkaTa Knoyda nposepkn Il B 9NEKTPOHHOM BMAE U Ha BYMa>XHOM HOCUTENEe OOSKHbI
6bITb YKa3aHbl B 3KCMnslyatauMoHHOW AOKYMeHTaumm Ha cpeacTsea YL,

- B cpeactBax YL B oTHoweHun Bnagenbua ceptudukata knawouda nposepkn 3l
AOMKHbI ObITb peannu3oBaHbl MEXaHW3Mbl MPOBEPKU YHUKASIbHOCTU Kioda nposepkn Al un
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obnagaHmA COOTBETCTBYHOLWMM Kto4om Il.

29.6. TpebosaHua pna cpencts YL, knacca KC2 cosnapgatoT ¢ TpeboBaHuAMUM OnA
cpeactB YL, knacca KC1.

29.7. TpeboBaHua anAa cpencts YL knacca KC3:

- NOrpeLHOCTb 3HAa4YEeHNN BpeEMEHU B cepTudumkatax kni4den nposepkn Il n cnmckax
aHHYIMPOBaHHbIX CEPTUIUKATOB HE A0/MKHA NpeBbiwaTb 10 MUHYT.

29.8. TpebosaHua ona cpeacts YL knacca KB1:

- NOrpPEeLWHOCTb 3HA4YEHNN BpeEMEHU B cepTudmkatax knwden nposepkn 3l n cnmckax
aHHY/IMPOBaHHbIX CEPTUUKATOB HE A0/IKHA NpeBbIWwaTb 5 MUHYT.

29.9. TpeboBaHua ona cpencts YL, knaccos KB2 n KA1 cosBnagatoT ¢ TpeboBaHMAMMU
onAa cpencts YL, knacca KB1.

30. TpeboBaHMA K CTPyKType cepTudmkarta knwoda nposepkm IOl m cnucka
aHHYIMPOBaHHbIX CEPTUUKATOB:

30.1. TpeboBaHuna ana cpencts YL knacca KC1:

- gonycTumble CTPYKTYpbl cepTudukarta knwda nposepknm 3l m cnucka
aHHYNIMPOBAHHbIX CEPTUPUKATOB [O/HKHbI OblTb MEPEYUCNEHbl B 3KCMayaTauMoHHOM
OOKYMeHTaumun Ha cpeactea YL,

- B cpencrteax YL, pomkeH ObiTb peann3oBaH MEXaHWU3M KOHTPONA COOTBETCTBUA
co3paBaeMbliX cepTudmnKaToB Kkio4ven npoBepkn O M CNUCKOB aHHYIMPOBAaHHbIX
cepTumnkKaToB 3aaHHON CTPYKTYpE;

- B CTPYKTYype cepTudmkaTa knoya nposepkn 3 4o/mKHbI 6bITb NPenyCMOTPEHbI Mone,
cogepxxawee csefeHumAa o knacce cpeacts YL, ¢ ucnonb3oBaHMeM KOTOpbIX Obl co3pgaH
HacToAWMK cepTuduKkaT Kroda nposepkn 3l, v none, cogepxallee CBeAEHWA O Knacce
cpenctea Il Bnagensua ceptudumkaTa knoya nposepkm Al.

30.2. TpeboBanua gna cpencte YL knaccoB KC2 n KC3 coBnapatoT ¢ TpeboBaHMAMU
ana cpeacts YL knacca KC1.

30.3. TpeboBanua gnAa cpeactB YL knacca KB1:

- B cpeactBax YL pomkeH 6biTb peann3oBaH MexXaHW3M 3afaHuA CUCTEMHbIM
aAMUHUCTPATOPOM Habopa AOoNyCTUMbIX OOMNOMHEHUN cepTudumkata knwoda nposepku 3l um
crnvcka aHHYIMPOBaHHbIX CEPTUPUKATOB.

30.4. TpeboBaHunAa agnA cpencte YL, knaccos KB2 n KA1 coBnagatotT ¢ TpeboBaHMAMU
onAa cpencts YL knacca KB1.

31. TpeboBaHMA K peecTpy cepTudukaToB Ko4den nposepkn Il n obecrneyeHuto
AO0CTyna K Hemy:

31.1. TpebosaHuna gna cpeactB YL, knacca KC1:

- B cpeacTtBax YL, gomkHbl 6bITb peann3oBaHbl MEXaHU3Mbl XpPaHEHUA U NoUcKa BCeX
CO3[0aHHbIX cepTUGMKATOB KtoYen nposepkn 3l 1 CNUCKOB aHHYNUPOBAHHbLIX CEPTUIUKATOB
B peecTpe, a Tak)Ke CeTEBOro A0CTyna K peecTpy.

31.2. TpeboBaHuA anAa cpeacts YL knacca KC2 cosnapaioT ¢ TpeboBaHMAMM ONA
cpencts YL knacca KC1.

31.3. TpeboBanua gnAa cpeactB YL, knacca KCS:

- B cpeacTBax YL, gomkeH 6biTb peanM3oBaH MEXaHMU3M MoucKa cepTugmnkaTos Ko4en
nposepkn 3l N CNUCKOB aHHYMPOBAaHHbLIX CEPTUIUKATOB B PEECTPE CEPTUPUNKATOB KIOYEN
nposepkun 3l No pasnmMyHbIM UX aTpubyTam;

- BCE€ W3MEHeHWA peecTpa cepTudukatos knwyven nposepkn Il OOSDKHbI
perucTpupoBaTbCA B XXypHasne ayguTa.

31.4. TpebosaHua pnAa cpencte YL knaccoe KB1, KB2 m KA1 coBnagatT c
TpebosaHmamn ona cpencte YL knacca KCS.

32. TpeboBaHuAa Kk nposepke Al B cepTmudmkaTe knova nposepkun Irl:

32.1. [JommkeH 6bITb onpegeneH MexaHu3Mm MpoBEPKWM MOANUCK B cepTudmkaTe Knoya



nposepkn 3l NO 3anpocy yyacTHMKA 3N1EKTPOHHOro B3aMMOOENCTBUMA U yKa3aH B
3KCnyaTaunoHHON AOKYMEeHTauum Ha cpenctaea YL,

32.2. B cpenctBax YU pomkeH 6biTb peann3oBaH MexaHW3M MpoBepKU MOAJSIMHHOCTU
Ol YL B BblgaBaemMbix UM cepTudmkaTtax kntoyen nposepku Ill.

32.3. lpoBepka 3l B cepTucdumkate knwova nposepkn O3l ocywecTBnAeTcA B
COOTBETCTBMM C pekoMeHgauuamm X.509, Bknw4aAa o06A3aTesNibHYl0 MPOBEPKY BCEX
KPUTUYECKNX AOMOSHEHUIA.

32.4. Ecnu, ucxopgA wmn3 ocobeHHoCcTen akcnnyatauum cpeacts YL, ponyckaetca
NCMNonb30BaHWe anbTepHaTMBHbIX dhopmaToB cepTudmkaTta knoya nposepku 31, OomkeH
ObITb OnpeaeneH MexaHu3m NPoBepPKM Noanucy B ceptudmkaTte knda nposepku 3 1 ykasaH
B T3 Ha pa3paboTky (MogepHu3aumio) cpencts YLI.

WNHdopmaumna 06 N3MeHeHNAX:
TpeboBaHusa pnonosnHeHbl nyHKTom 33 ¢ 11 AHBapAa 2021r. - [lpukaz ®CHb Poccumn ot 4
aekabpa 2020r. N 555
33. B coctas cpenctB YL ponmkHa BxoanTb criy>kb6a MeToK [OBEPEHHOIr0 BPEMEHW.

NHdopmaumna 06 namMeHeHnAXx:

Hymepaumsa nyHkta usameHeHa ¢ 11 aHBapa 2021r. - [Npuka3d ®Cb Poccun ot 4 gekabps
2020r. N 555
34. [1nA orpaHnyeHnA BO3MOXHOCTEN MO NOCTPOEHNIO KaHanoB aTak Ha cpeactea YL ¢
ncnonb3oBaHMEM KaHaNoB CBA3W [OOJ/IKHbl NMPUMEHATbLCA CpeacTBa MeXCeTeBOro
3KpaHMpPOBaHWA.

MHdopmaumsa 06 nameHeHnsAX:

Hymepaumsa nyHkta uameHeHa ¢ 11 aHBapa 2021r. - [Npuka3d ®Cb Poccumn ot 4 nekabps
2020r. N 555

35. onxHbl 6bITb onpegeneHbl TpeboBaHnA No 3awmTe cpeacts YL oT KoMnbloTepHbIX

BUPYCOB N KOMMbIOTEPHbIX aTak 1 ykasaHbl B T3 Ha pa3paboTky (MmogepHusauunio) cpencts YL,

MHdopmauma 06 nameHeHnax:

[MyHKT 36 nameHeH ¢ 11 aHBapa 2021 r. - [Npuka3 @CE Poccumn ot 4 gekabpsa 2020 r. N 555

Cwm. npeabiayLyyo peaakumo
36. [lpn nogknioyeHnn cpepcte YL, 3a ucknioyeHnem cpencts, peannayrowwmx
MexXaHu3Mm ¢GOoOpMUPOBAHNA METOK [OBEPEHHOr0 BPEMEHU, K UHPOPMALUOHHO-
TeNeKOMMYHUKAaLMOHHON CeTU, A0CTYN K KOTOPOW He OrpaHnyeH onpeneneHHbIM KpyromM v,
yKasaHHble cpefcTBa OO/IKHblI COOTBETCTBOBATb TpeboBaHUAM K cpeacTteam YL knacca KB2
nnn KA1.

MHdopmauma 06 naMeHeHunAX:
[MyHKT 37 nameHeH ¢ 11 AHBapA 2021 r. - [pukasz ®CB Poccum ot 4 gekabpa 2020r. N 555
Cm. npeabiayLyyro peaakuymo
37. UccneposaHnA cpencts YL ¢ uenbio noateepxxaeHua cooteBeTcTBuA cpencte YL
HacToAwMM TpeboBaHMAM OOMKHbI NPOBOANTLCA C UCNONb30BaHWeM paspabaTbiBaembix OCH
Poccun 4ymcnoBbiXx 3HadYeHUN napameTpoB WU XapakKTepUCTUK MexXaHU3MOB 3aluUThl,

peannayembix B cpeacTeax YL ! .

1 MoponyHkT 47 nyHkTa 9 MNonoxeHna o MepepancHol cnyxbe 6esonacHocTn Poccuiickon deapepauuu,
yTBepXaeHHoro Ykasom [lpesnpeHta Poccuinickon ®epepaumm ot 11 aerycta 2003r. N 960 (CobpaHue
3akoHopgaTenscTBa Poccurickon ®@epepaumm, 2003, N 33, cT. 3254; 2018, N 28, cT. 4198).

WHdopmaumna 06 N3MeHeHnAX:

TpeboBaHusa nonosHeHbl nyHKTom 38 ¢ 11 AHBapa 2021r. - [Mpukaz ®CHb Poccumn ot 4
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38. [1nA orpaHn4eHnA BO3MOXHOCTEN MO NOCTPOEHUIO aTak C UCNONb30BaHMEM KaHaoB
CBA3WN Ha CpeacTBa, peannayowme MexaHm3am opMUPOBaAHNA METOK LOBEPEHHOIO BPEMEHM,
YL nO/MmKHbI MPUMEHATLCA CPeacTBa MEXCEeTEeBOro aKpaHMpoBaHMA YPOBHA Beb-cepeBepa (Tun
"), ceptucomnumpoBaHHole ®CH Poccum Ha cooTBeTCcTBME TPEbOBAHUAM K YyCTPOMCTBaM Tuna
"MexxceTeBoW 3KpaH' He MeHee 4yem 3 knacca 3awmueHHocTu. CpeacTBa MeXCeTeBOro
3KpaHMpOBaHMA OOMKHbI 06ecneynBaTb KOHTPOb U PUNbTPaLNIO MHEPOPMALMOHHBLIX MOTOKOB
no NPOTOKOJY nepeaayu runepTekcra.

[OnAa obecneyeHnA oBHAPYXXEHUA KOMMbIOTEPHbLIX MPOrpaMM UM MHOM KOMMbIOTEPHOMU
WMHopMauumn, NpegHasHayYeHHON ANA HECaHKLMOHMPOBAHHOIO YHUYTOXEHNA, BIOKMPOBaHUA,
Moamnukauum, KOnNMpoBaHUA 3alMWaeMon WHGOpMauMn WM HeuTpanusauum CpeacTs
3awmnTbl MHopMaumn, a TakxXke AONA pearvpoBaHMA Ha OOHapy>XeHWe 3TUX nporpamm U
nHpopmauum YL O0/MKHBI NPUMEHATbCA CpeacTBa 3awuTbl OT KOMMbIOTEPHbLIX BUPYCOB,
npegHasHayeHHble ANA MPUMEHEHWA Ha cepsepax WMHGOpPMauMOHHbIX cuctem (Tun "B") u
ceptuuumpoBaHHole MCB Poccum Ha cooTBeTCcTBME TpeboBaHMAM K aHTUBUPYCHbIM
cpencTBam o knaccy b2.

[na obecneyeHmA obHapy>XeHnA OENCTBUW, HanNpaBfieHHbIX HA HECAHKLUMOHNPOBAHHbIN
OOCTYN K MHpopmauuu, cneumnanbHbiX BO3OEUCTBUM Ha CPeacTea, peannsyowme MexaHnu3mbl
opMMpOBaAHMA METOK [OOBEPEHHOro BpPEeMeHW, B uUenAX [Oo06biBaHMA, YHUYTOXEHWUA,
UCKaXXeHMA W O6NoKMpoBaHMA [OCTyna K 3awuwaemon wuHopmauum, a Takxke AanA
pearvpoBaHWA Ha 3TU OencTBuA (NpegoTepalleHne 3Tux gencTenm) YL, AomKHbI NPUMEHATLCA
cpeAcTBa 3alWMTbl OT KOMMNbIOTEPHbIX aTtak, cepTuduumposaHHble ®CB Poccun Ha
cooTBeTCTBME TpeboBaHMAM K MNporpaMMHbIM, MpOrpamMHO-annapaTHbiM MAW annapaTHbIM
cpencTeam Tuna "cuctemMbl 06HapY>XXeHNA KOMMbIOTEPHbIX atak" no knaccy b.

[nAa KOHTpONA NoKanbHOro AocTyna M KOHTPONA LESIOCTHOCTM MPOrpammHON cpeabl
CPeACTB BbIYUCTNTENTbHON TEXHUKW, BXOOALWMX B COCTaB CPeACTB, peasimayowmx MexaHn3mbl
bopMMpOBaHUA METOK [OBEPEHHOro BpemeHu, YL [o/mKHbl NPUMEHATbCA annapaTHO-
nporpamMmMHble MOAYNM [OBEPEHHOW 3arpy3kum YpOBHA nNfaTbl pacwupeHuA,
ceptTngunumnposaHHole ®CB Poccum Ha cooTBeTcTBME TpeboBaHMAM K annapaTHo-
nporpaMMHbIM  MOAYNIAM O0BEPEHHON 3arpy3ku 3NEKTPOHHO-BbIYUCINTENbHbBIX MalluH Mo
knaccy 2b.

Knacc CK3W cpencTts, peanmayowmx MmexaHn3mbl (oOpMMpPOBaHMA METOK OOBEPEHHOMO
BpemMeHn, Oo/mkeH ObiTb He Hmxe knacca KC3. [omkHO 6biTb 0b6ecrneyeHo 3almileHHoe
XpaHeHe KpUNTorpaguyeckmx Knoyen B HESKCNOPTUPYEMOM BMAE.

NcxogHbin koo BIOS cpencts, peanuaylowmx MexaHu3Mbl (hOPMUPOBAHUA METOK
OOBEPEHHOrO0 BPEMEHW, LOO/MKEH MPONTU aHann3 Ha OTCYTCTBUE U3BECTHbIX YA3BUMOCTEN U
BO3MOXXHOCTEN [OECTPYKTUBHOIO BO3OEWCTBUA, OCYLECTBAAEMOro MyTeM WCMNOSb30BaHUA
NPOrpamMMHbIX YA3BUMOCTEN CO CTOPOHbI KaHaNoB CBA3W.



